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1. Overview

PLCcom for Modbus is a developer library for building custom Modbus master and slave applications. The SDKs handle telegram
creation, connection management, data type conversion, diagnostic evaluation and the mapping of Modbus transports into an
application-friendly API.

The product line is intended for developers, machine builders, system integrators and manufacturers of HMI, SCADA, gateway, test
bench and service applications. It is suitable for classic Modbus installations as well as applications that require Secure Modbus TCP
with TLS and certificate management.

PLCcom for Modbus is a library, not a ready-to-run standalone application. Device addresses, security model, certificates,
licensing, logging and error handling are defined by the host application and the integrator.

2. Product variants

‘ Typical use

PLCcom for Modbus .NET NuGet package PLCcomModbus , version .NET Framework, .NET Standard and modern
9.X.X .NET applications

PLCcom for Modbus Java Maven artifact com.indi- Java applications, services and cross-platform
an.plccom:plccom-for-modbus , version integrations
9.X.X

Both variants follow the same functional model: Modbus master, Modbus slave, classic Modbus transports, Secure Modbus TCP,
flexible register handling, diagnostics and practical examples.

3. Supported platforms

.NET .NET Framework 4.7.2 /4.8, .NET Standard 2.1, modern .NET targets up to
.NET 10

Java Java 1.8 or newer, tested up to Java 26

Operating systems depends on runtime, host application and access to network or serial
interfaces

Package sources NuGet, Maven Central and official Indi.An download

Graphical sample applications and serial interfaces may have additional platform requirements, especially for desktop Uls or
COM/serial-port access.
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4. Communication modes

‘ Typical use

Modbus TCP Modbus over TCP/IP, standard port 502 Ethernet-based devices and gateways
Secure Modbus TCP Modbus TCP over TLS, commonly port 802 secured communication with certificates
Modbus UDP Modbus over UDP simple local scenarios and special devices
Modbus RTU binary Modbus over serial interfaces classic field devices, RS-485, serial gateways
Modbus ASCII ASCll-based serial variant legacy or special serial devices

RTU over TCP RTU framing over TCP gateways and existing integrations
CANopen-style access Object Dictionary oriented access over Modbus devices with CANopen-like register models

A slave can provide multiple listeners at the same time, for example normal Modbus TCP on port 502 and SecureTCP on port 802.

5. Implemented Modbus functionality

PLCcom for Modbus provides both master and slave components. The master side creates requests, sends them through the
selected transport and evaluates results with quality, message, data values and diagnostic information.

The slave side provides data areas, processes incoming requests against its data store and can expose several transport listeners at
the same time. SecureTCP does not change the Modbus function itself; it protects the transport with TLS, certificates and PKI
validation.

5.1 Master functions

‘_

Read binary values FCO1 Read Coils

Read binary inputs FC02 @ Read Discrete Inputs

Read registers FCO3 Read Holding Registers

Read input registers FC04 = Read Input Registers

Write a single coil FCO5 = Write Single Coil

Write a single register FC06 = Write Single Register
Diagnostics FCO7 Read Exception Status
Diagnostics FC08 ' Diagnostics

Diagnostics FC11 Communication Event Counter
Diagnostics FC12 = Communication Event Log

Write multiple coils FC15 = Write Multiple Coils

Write multiple registers FC16 = Write Multiple Registers

Device information FC17 ' Report Server ID

Register operation FC22 = Mask Write Register

Combined access FC23 Read/Write Multiple Registers
CANopen-style access FC43 Encapsulated Interface Transport
Device-specific extension UserFunction user-defined function codes where

supported by the peer

For write access, convenience functions can automatically select between single-write and multiple-write operations. Applications
can let the SDK choose between FCO5 and FC15 for coils, and between FC06 and FC16 for registers.
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5.2 Slave functions

‘ Slave Process“-lg

Read coils FCO1 response from the coil area of the data
store
Read discrete inputs FC02 ' response from the discrete-input area of

the data store

Read holding registers FCO3 ' response from the holding-register area of
the data store

Read input registers FC04 ' response from the input-register area of
the data store

Write a single coil FCO5 = update of the coil area

Write a single register FC06 = update of the holding-register area
Write multiple coils FC15 = update of multiple coils

Write multiple registers FC16  update of multiple holding registers
Combined read/write FC23 = combined access to holding registers
Diagnostics FC08  diagnostic responses for supported

diagnostic requests

In addition, the slave supports several listeners that can be configured in parallel, for example TCP, SecureTCP, UDP, RTU, ASCII and
RTU over TCP. Events for connection state, data-store reads, data-store changes and incoming log entries make integration into
own applications easier.

Not every Modbus device supports every function code. PLCcom represents Modbus exceptions and error states through result
objects and quality information so applications do not have to rely only on technical exceptions.

6. Secure Modbus TCP

Secure Modbus TCP protects Modbus communication with TLS. The normal Modbus model with requests, results, ReadCollection,
register modes and diagnostics remains unchanged; the transport is extended with certificates, PKI store and validation logic.

‘_

TLS TLS 1.3 is preferred, TLS 1.2 remains available as compatibility mode
TLS modes Auto, TLS 1.3 only, TLS 1.2 only

Legacy protocols SSL, TLS 1.0 and TLS 1.1 are not intended for SecureTCP operation
Mutual TLS certificate-based authentication between master and slave
BouncyCastle TLS and certificate functionality is based on BouncyCastle

Cipher suites configurable for device or policy requirements

SecureTCP is especially relevant when Modbus communication crosses less controlled network areas or when plant operators
require certificate-based peer validation.
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7. PKI and certificate management

SecureTCP uses a PKI store for own, trusted, issuer and rejected certificates. The structure is created on first access.

‘_

own/certs own application certificates

own/private private keys for own certificates

trusted/certs explicitly trusted peer certificates
issuers/certs CA orissuer certificates

rejected/certs rejected or unknown certificates for manual review

If no own certificate is available, the SDK can create a self-signed certificate. Common certificate and key files are supported,
including DER, CER/CERT/CRT, PEM, PFX/P12 and key files.

The default validation accepts certificates only if trust, chain and validity are acceptable. Unknown or invalid certificates are stored in
rejected . Applications can react through certificate events and provide their own certificate manager.

For custom trust models, an application can install a custom certificate validator. When such a validator is used, the integrator
takes over the complete certificate decision.

8. Role-based authorization

SecureTCP certificates can contain role information. PLCcom provides the detected role together with the requested Modbus
function to an optional authorization validator.

‘

Without validator requests are allowed after successful TLS and certificate validation

With validator the integrator decides based on role, function and request context

Missing role provided to the application as a defined NULL role value or corresponding
status

Rejection the slave responds with Modbus exception @1 Illegal Function

The validator should be lightweight, deterministic and non-blocking because it may run for each request.

9. Data access and registers

PLCcom for Modbus supports the typical Modbus data areas and provides data type conversion, register modes and byte-order
configuration.

Coils read and write binary outputs

Discrete Inputs read binary inputs

Input Registers read input registers

Holding Registers read and write holding registers

Register modes 16-bit, 32-bit and 64-bit

Byte order AB_CD, CD_AB, BA_DC, DC_BA

64-bit data types LONG , ULONG, DOUBLE , PLC_LINT, PLC_LWORD

Unsupported combinations of data type and register mode are rejected by the SDK. This makes configuration problems visible
early instead of silently interpreting wrong values.
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10. Diagnostics and operation

‘_

Telegram logging supports commissioning, support and device analysis

ReadCollection grouped read operations with traceable telegram traffic

DelayAfterConnect delay after connection setup for devices that need time before the first
request

Result quality structured evaluation of successful and failed operations

Master and slave active and passive Modbus roles in one SDK

Data store mapping of slave data areas in the host application

Logs can contain register values, addresses and topology information. In production systems, storage, access and sharing of
diagnostic data should be controlled deliberately.
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11. Development and examples

T I v S

Package manager NuGet Maven

Main languages C#, Visual Basic Java

APl documentation .NET APl reference Javadoc

Examples workshop repository for .NET workshop repository for Java

Full examples master and slave sample applications master and slave sample applications

The examples cover first Modbus connections, SecureTCP, certificate management, role authorization, CANopen-style access and
complete master/slave applications.

12. Public resources

‘ Resou e _

Product download https://www.indi-an.com/en/plccom/modbus/modbus-download

NuGet package https://www.nuget.org/packages/PLCcomModbus

Maven Central https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-modbus

.NET documentation https://docs.plccom.net/help modbus/Net/help/html/R Project PLCCom for Modbus Documentation.htm
Java Javadoc https://docs.plccom.net/help modbus/Java/javadoc/index.html

.NET examples https://github.com/Indi-An/PLCcom-modbus-example-dotnet

Java examples https://github.com/Indi-An/PLCcom-modbus-example-java

13. Typical use cases

e HMI and SCADA applications

® Gateways between Modbus devices and higher-level systems
® Test bench and service software

® Energy, measurement and plant monitoring

® Retrofit projects with existing Modbus devices

® Device integration with Secure Modbus TCP

® Applications that combine master and slave functionality in one product

14. Short profile

PLCcom for Modbus combines classic Modbus communication with modern SDK features: package-based integration, master and
slave operation, SecureTCP with PKI, flexible register models, diagnostics and practical examples.

The product line is suitable for integrators who need Modbus communication to be reproducible, maintainable and secure inside
their own applications.
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