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1. Overview
PLCcom for MQTT is a developer library for building custom MQTT applications. The SDKs include a full MQTT client and a full
MQTT broker, handle protocol processing, connection management, TLS and certificate handling, diagnostic evaluation and map
MQTT 3.1.1 and MQTT 5.0 into an application-friendly API.

The product line is intended for developers, machine builders, system integrators and manufacturers of HMI, SCADA, IoT, gateway,
test bench and service applications. A distinctive feature is the embeddable broker: applications can run an MQTT broker directly in
their own process and feed in or receive data without additional network clients.

PLCcom for MQTT is a library, not a ready-to-run standalone application. Topics, security model, certificates, user
management, storage, logging and error handling are defined by the host application and the integrator.

2. Product variants
Variant Package Typical use

PLCcom M QTT Client .N ET Nu G et package PLCcom.Mqtt.Client ,
version  2.x.x

MQTT clien t fo r .NET F ramew ork , .NET Stan dard
an d  modern  .NET app lication s

PLCcom M QTT Broker .N ET Nu G et package PLCcom.Mqtt.Broker ,
version  2.x.x

Stan dalon e o r embedded  b roker fo r .NET
app lication s

PLCcom M QTT Client Java Maven  artifact com.indi-
an.plccom:plccom-mqtt-client ,  version  
2.x.x

MQTT clien t fo r Java app lication s an d  services

PLCcom M QTT Broker Java Maven  artifact com.indi-
an.plccom:plccom-mqtt-broker ,  version  
2.x.x

Stan dalon e o r embedded  b roker fo r Java
app lication s

Client and broker are available separately and can be combined freely. Shared base functionality is provided by a core package that
is pulled in automatically as a technical dependency. Both platforms follow the same functional model: same concepts, same
security architecture, same workshop structure.

3. Supported platforms
Area Support

.N ET .NET F ramew ork  4.7.2 / 4.8,  .NET Stan dard  2.1,  .NET 8 / 9 / 10

Java Java 11 o r n ew er,  tested  u p  to  Java 26

Operating systems depen ds on  ru n time an d  h ost app lication ; n o  n ative depen den cies

Package sources Nu G et, Maven  Cen tra l an d  o ff icia l In d i.An  dow n load

The SDKs are pure libraries without their own services or installation routines and are therefore also suitable for container, edge
and embedded scenarios.
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4. MQTT versions and transports
Area Support

M QTT 3.1.1 fu ll clien t an d  b roker operation

M QTT 5.0 fu ll clien t an d  b roker operation  in clu d in g  p roperties,  reason  codes an d
flow  con tro l

Automatic selection clien t can  attempt MQTT 5 an d  fa ll back  to  MQTT 3.1.1 in  a  con tro lled  w ay

TCP stan dard  po rt 1883

TLS stan dard  po rt 8883

WebSocket stan dard  po rt 8080, fo r HTTP in frastru ctu res an d  b row ser-o rien ted
en viron men ts

Secure WebSocket stan dard  po rt 8443

The broker can run multiple listeners in parallel, for example TCP for the internal network and TLS or Secure WebSocket for external
access. Each listener has its own transport and TLS settings.

5. Client functions
Function Description

Publish  / Subscribe f lu en t API w ith  QoS 0/1/2, reta in ed  messages an d  payload  con ven ien ce fo r
text,  b in ary data an d  n u mbers

Last Will last-w ill messages in clu d in g  MQTT 5 op tion s su ch  as W ill Delay an d
Message Exp iry

M QTT 5 properties Con ten t Type, Message Exp iry,  U ser Properties,  Respon se Top ic,
Co rrelation  Data , Su bscrip tion  Iden tif ier,  Reta in  Han d lin g

Request/Response bu ilt-in  requ est/respon se pattern  over Respon se Top ic an d  Co rrelation
Data w ith  timeou t con tro l

Shared Subscriptions load  balan cin g  across $share  g rou ps (MQTT 5)

JSON  payloads JSO N via  a  JSO N lib rary o f  you r ch o ice; th e SDK tran sfers th e bytes an d
tags th em w ith  MQTT 5 metadata su ch  as Con ten t Type. O n ly th e .NET
ed ition  add ition ally o ffers a  bu ilt-in  JSO N con ven ien ce featu re w ith  d irect
ob ject seria lization .

Automatic reconnect con figu rab le backo ff ,  lifecycle even ts an d  resto ration  o f su bscrip tion s

Asynchronous API add ition al fu tu re-based  facade fo r n on -b lock in g  app lication s

Enhanced Authentication MQTT 5 ch allen ge/respon se au th en tication  via  app lication -def in ed
meth ods

Result objects every operation  retu rn s an  evalu ab le resu lt w ith  qu ality,  p la in -text
message an d  tech n ica l cau se

Result evaluation follows the PLCcom signature: MQTT 5 rejections are mapped to stable quality values, so applications can react
precisely without parsing error text.
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6. Broker functions
Function Description

Standalone and embedded broker as its ow n  p rocess o r d irectly in side you r ow n  app lication

M ulti-listener TCP, TLS, W ebSocket an d  Secu re W ebSocket in  para llel,  each  listen er w ith
its ow n  op tion s

Sessions and QoS persisten t session s, o ff lin e qu eu es an d  a ll th ree QoS levels

Retained M essages last state per top ic fo r n ew  su bscribers

Shared Subscriptions MQTT 5 load  balan cin g  across sh are g rou ps

Access validator cen tra l access ch eck  fo r CO NNECT, PU B LISH, SU B SCRIB E an d
U NSU B SCRIB E

Enhanced Authentication broker-side MQTT 5 ch allen ge/respon se meth ods

Custom store p lu ggab le sto rage fo r reta in ed  messages an d  session s, fo r examp le in
you r ow n  database

Admin and statistics sn apsh o ts,  live cou n ters an d  cou n ter reset fo r mon ito rin g  an d
dash boards

Protection limits con figu rab le limits fo r packet sizes,  con n ection s an d  resou rce u sage

7. Embedded operation: broker inside your own application
Embedded operation is a distinctive feature of the product line. An application that owns the broker can work with it directly -
without a network client in its own process:

Function Description

Broker-side publish app lication  va lu es are pu sh ed  d irectly in to  th e b roker an d  d istribu ted  to
all su bscribers as u su al

Batch publish pu b lish  lists o f  p rocess va lu es as a  sin g le app lication  action

Local listeners Java/.NET ca llbacks receive b roker messages d irectly,  op tion ally w ith  rep lay
o f reta in ed  messages

This makes it possible to build data hubs, machine gateways and local messaging backbones in which your own application is data
source, data sink and broker at the same time.
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8. Security and TLS
Function Description

TLS versions TLS 1.2 on  a ll p latfo rms; TLS 1.3 w h ere th e operatin g  system p rovides it

TLS backend p latfo rm-n ative TLS (.NET: SslStream ,  Java : JSSE) - n o  add ition al cryp to
lib rary in  th e data path

M utual TLS certif icate-based  clien t au th en tication  betw een  clien t an d  b roker

Certificate per listener each  TLS/W SS listen er can  u se its ow n  server certif icate (per-po rt
assign men t)

Hostname verification en ab led  by defau lt,  can  be d isab led  deliberately fo r test scen ario s

Custom validation u ser-def in ed  certif icate va lidato rs fo r you r ow n  tru st models

Cipher suites / protocols con figu rab le fo r po licy an d  en viron men t requ iremen ts

CRA conformity EU  declaration  o f con fo rmity an d  Secu rity &  In teg ration  G u ide (EU  Cyber
Resilien ce Act) are pu b lish ed  w ith  th e p rodu ct

TLS protects the transport. Application-level permissions are additionally checked by the access validator - this deliberate
separation keeps the trust anchor and user management apart.

9. PKI and certificate management
Client and broker use the same PKI folder store as the other PLCcom products. The structure is created on first access.

Area Purpose

own/certs ow n  app lication  certif icates

own/private private keys fo r ow n  certif icates

trusted/certs exp licitly tru sted  peer certif icates

issuers/certs CA o r issu er certif icates

rejected/certs rejected  o r u n kn ow n  certif icates fo r man u al review

If no own certificate is available, the SDK can create a self-signed certificate together with its private key. Common formats are
supported, including DER, CER/CERT/CRT, PEM, PFX/P12 and key files.

The default validation accepts certificates only if trust, chain and validity are acceptable. Unknown certificates are stored in 
rejected , and known issuers can automatically promote new certificates into trusted . Applications can react to this and provide

their own certificate manager.
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10. Access control with the Access Validator
The access validator is the central place for production access policy in the broker. Without a validator, an open default policy
applies for testing; with a validator, the application decides.

Check Context

CON N ECT u ser n ame, passw ord , clien t certif icate,  p ro toco l version , remote address,
clien t ID

PUBLISH top ic n ame, QoS, reta in ,  payload , p rin cipal

SUBSCRIBE / UN SUBSCRIBE top ic f ilter,  requ ested  QoS, p rin cipal

For login by client certificate the responsibility stays clearly separated: TLS checks whether the certificate is technically trustworthy;
the validator decides whether this user is allowed to work in this application - based on subject, issuer, serial number, fingerprint or
custom certificate extensions. An accepted CONNECT can attach an application-level principal object to the session, which is
available again in all subsequent checks.

11. Diagnostics and operation
Function Benefit

Diagnostic events stru ctu red  even ts w ith  level,  catego ry, code an d  cau se in stead  o f a  f ixed
logg in g  depen den cy

Diagnostic level OFF  to  DEBUG ,  sw itch ab le at ru n time - w ith ou t restart an d  w ith ou t
recon n ect

DEBUG tracing at level DEBUG  th e con ten t o f  sen t an d  received  messages is repo rted  as
a d iagn ostic even t

Result quality every operation  retu rn s GOOD  o r a  specif ic erro r va lu e w ith  p la in  text an d
in n er cau se

Broker statistics con n ection s, session s, su bscrip tion s, qu eu es an d  reta in ed  messages as a
sn apsh o t

The diagnostic events can be connected to a UI, a file, a logging framework or monitoring. Errors in application callbacks are caught
and reported diagnostically instead of corrupting MQTT processing.
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12. Development and examples
Area .N ET Java

Package manager Nu G et Maven

M ain languages C# , Visu al B asic Java

API documentation .NET API referen ce Javadoc

Workshops 23 p rogressive w orksh ops 23 p rogressive w orksh ops

Reference tools graph ica l clien t an d  b roker test app lication graph ica l clien t an d  b roker test app lication

The workshops progress from the first connect through QoS, retained messages, Last Will, MQTT 5 features, request/response and
TLS/mTLS up to the embedded broker, access validator and custom store. The included reference tools are suitable for
commissioning, interoperability testing and support.

13. Public resources
Resource Link

Product download h ttps://w w w .in d i-an .com/en /p lccom/mqtt/mqtt-dow n load/

N uGet packages h ttps://w w w .n u get.o rg /packages/PLCcom.Mqtt.Clien t an d
h ttps://w w w .n u get.o rg /packages/PLCcom.Mqtt.B roker

M aven Central h ttps://cen tra l.son atype.com/artifact/com.in d i-an .p lccom/p lccom-mqtt-
clien t an d  h ttps://cen tra l.son atype.com/artifact/com.in d i-
an .p lccom/p lccom-mqtt-b roker

.N ET documentation h ttps://docs.p lccom.n et/h elp _mqtt/n et/h elp /in dex.h tml

Java Javadoc Core h ttps://docs.p lccom.n et/h elp _mqtt/java/javadoc/com.in d i-
an .p lccom.p lccom-mqtt-co re/javadoc/in dex.h tml

Java Javadoc Client h ttps://docs.p lccom.n et/h elp _mqtt/java/javadoc/com.in d i-
an .p lccom.p lccom-mqtt-clien t/javadoc/in dex.h tml

Java Javadoc Broker h ttps://docs.p lccom.n et/h elp _mqtt/java/javadoc/com.in d i-
an .p lccom.p lccom-mqtt-b roker/javadoc/in dex.h tml

.N ET examples h ttps://g ith u b .com/In d i-An /PLCcom-mqtt-examp le-do tn et

Java examples h ttps://g ith u b .com/In d i-An /PLCcom-mqtt-examp le-java

14. Typical use cases
IoT and Industry 4.0 applications with MQTT as the backbone
HMI and SCADA applications with MQTT connectivity
Machine and plant gateways with an embedded broker
Edge applications that distribute data locally and forward it to the cloud
Test bench and service software with request/response over MQTT
Energy, measurement and plant monitoring with retained states
Applications that combine client and broker functionality in one product

15. Short profile
PLCcom for MQTT combines full MQTT 3.1.1 and MQTT 5.0 communication with modern SDK features: package-based integration,
client and broker operation, an embeddable broker with direct application access, native TLS with PKI and per-port certificates,
central access control, structured diagnostics and practical workshops.

The product line is therefore suitable for integrators who do not just want to “somehow speak” MQTT, but to integrate it into their
own applications reproducibly, maintainably and securely.
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https://www.indi-an.com/en/plccom/mqtt/mqtt-download/
https://www.nuget.org/packages/PLCcom.Mqtt.Client
https://www.nuget.org/packages/PLCcom.Mqtt.Broker
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-client
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-broker
https://docs.plccom.net/help_mqtt/net/help/index.html
https://docs.plccom.net/help_mqtt/java/javadoc/com.indi-an.plccom.plccom-mqtt-core/javadoc/index.html
https://docs.plccom.net/help_mqtt/java/javadoc/com.indi-an.plccom.plccom-mqtt-client/javadoc/index.html
https://docs.plccom.net/help_mqtt/java/javadoc/com.indi-an.plccom.plccom-mqtt-broker/javadoc/index.html
https://github.com/Indi-An/PLCcom-mqtt-example-dotnet
https://github.com/Indi-An/PLCcom-mqtt-example-java
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