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1. Overview

PLCcom for MQTT is a developer library for building custom MQTT applications. The SDKs include a full MQTT client and a full
MQTT broker, handle protocol processing, connection management, TLS and certificate handling, diagnostic evaluation and map
MQTT 3.1.1 and MQTT 5.0 into an application-friendly API.

The product line is intended for developers, machine builders, system integrators and manufacturers of HMI, SCADA, loT, gateway,
test bench and service applications. A distinctive feature is the embeddable broker: applications can run an MQTT broker directly in
their own process and feed in or receive data without additional network clients.

PLCcom for MQTT is a library, not a ready-to-run standalone application. Topics, security model, certificates, user
management, storage, logging and error handling are defined by the host application and the integrator.

2. Product variants

‘ Typical use

PLCcom MQTT Client .NET NuGet package PLCcom.Mgtt.Client, MQTT client for .NET Framework, .NET Standard
version 2.X.X and modern .NET applications

PLCcom MQTT Broker .NET NuGet package PLCcom.Mqtt.Broker, Standalone or embedded broker for .NET
version 2.X.X applications

PLCcom MQTT Client Java Maven artifact com.indi- MQTT client for Java applications and services
an.plccom:plccom-mgtt-client, version
2.X.X%

PLCcom MQTT Broker Java Maven artifact com.indi- Standalone or embedded broker for Java
an.plccom:plccom-mqtt-broker , version applications
2.X.X

Client and broker are available separately and can be combined freely. Shared base functionality is provided by a core package that
is pulled in automatically as a technical dependency. Both platforms follow the same functional model: same concepts, same
security architecture, same workshop structure.

3. Supported platforms

.NET .NET Framework 4.7.2 / 4.8, .NET Standard 2.1, .NET8/9 /10

Java Java 11 or newer, tested up to Java 26

Operating systems depends on runtime and host application; no native dependencies
Package sources NuGet, Maven Central and official Indi.An download

The SDKs are pure libraries without their own services or installation routines and are therefore also suitable for container, edge
and embedded scenarios.
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4. MQTT versions and transports

PLCcom

—— by ndiAn Germany

MQTT 3.1.1

MAQTT 5.0

Automatic selection

TCP

TLS

WebSocket

Secure WebSocket

full client and broker operation

full client and broker operation including properties, reason codes and
flow control

client can attempt MQTT 5 and fall back to MQTT 3.1.1 in a controlled way
standard port 1883
standard port 8883

standard port 8080, for HTTP infrastructures and browser-oriented
environments

standard port 8443

The broker can run multiple listeners in parallel, for example TCP for the internal network and TLS or Secure WebSocket for external

access. Each listener has its own transport and TLS settings.

5. Client functions

‘_

Publish / Subscribe

Last Will

MQTT 5 properties

Request/Response

Shared Subscriptions

JSON payloads

Automatic reconnect
Asynchronous API

Enhanced Authentication

Result objects

fluent APl with QoS 0/1/2, retained messages and payload convenience for
text, binary data and numbers

last-will messages including MQTT 5 options such as Will Delay and
Message Expiry

Content Type, Message Expiry, User Properties, Response Topic,
Correlation Data, Subscription Identifier, Retain Handling

built-in request/response pattern over Response Topic and Correlation
Data with timeout control

load balancing across $share groups (MQTT 5)

JSON via a JSON library of your choice; the SDK transfers the bytes and
tags them with MQTT 5 metadata such as Content Type. Only the .NET
edition additionally offers a built-in JSON convenience feature with direct
object serialization.

configurable backoff, lifecycle events and restoration of subscriptions

additional future-based facade for non-blocking applications

MQTT 5 challenge/response authentication via application-defined
methods

every operation returns an evaluable result with quality, plain-text
message and technical cause

Result evaluation follows the PLCcom signature: MQTT 5 rejections are mapped to stable quality values, so applications can react

precisely without parsing error text.

Indi.,An GmbH - Flughafenallee 3 - D-28199 Bremen -

support@indi-an.com - Tel +49 421 989703-30 Page 30of7



PLCcom for MQTT PLCcom

—— by ndiAn Germany
Indi.An GmbH - Datasheet - Version 2.x.x- .NET and Java

6. Broker functions

‘_

Standalone and embedded broker as its own process or directly inside your own application

Multi-listener TCP, TLS, WebSocket and Secure WebSocket in parallel, each listener with
its own options

Sessions and QoS persistent sessions, offline queues and all three QoS levels
Retained Messages last state per topic for new subscribers

Shared Subscriptions MQTT 5 load balancing across share groups

Access validator central access check for CONNECT, PUBLISH, SUBSCRIBE and

UNSUBSCRIBE
Enhanced Authentication broker-side MQTT 5 challenge/response methods

Custom store pluggable storage for retained messages and sessions, for example in
your own database

Admin and statistics snapshots, live counters and counter reset for monitoring and
dashboards
Protection limits configurable limits for packet sizes, connections and resource usage

7. Embedded operation: broker inside your own application

Embedded operation is a distinctive feature of the product line. An application that owns the broker can work with it directly -
without a network client in its own process:

‘_

Broker-side publish application values are pushed directly into the broker and distributed to
all subscribers as usual

Batch publish publish lists of process values as a single application action

Local listeners Java/.NET callbacks receive broker messages directly, optionally with replay
of retained messages

This makes it possible to build data hubs, machine gateways and local messaging backbones in which your own application is data
source, data sink and broker at the same time.
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8. Security and TLS

‘_

TLS versions TLS 1.2 on all platforms; TLS 1.3 where the operating system provides it

TLS backend platform-native TLS (NET: Ss1lStream, Java: JSSE) - no additional crypto
library in the data path

Mutual TLS certificate-based client authentication between client and broker

Certificate per listener each TLS/WSS listener can use its own server certificate (per-port
assignment)

Hostname verification enabled by default, can be disabled deliberately for test scenarios
Custom validation user-defined certificate validators for your own trust models

Cipher suites / protocols configurable for policy and environment requirements

CRA conformity EU declaration of conformity and Security & Integration Guide (EU Cyber

Resilience Act) are published with the product

TLS protects the transport. Application-level permissions are additionally checked by the access validator - this deliberate
separation keeps the trust anchor and user management apart.

9. PKI and certificate management

Client and broker use the same PKI folder store as the other PLCcom products. The structure is created on first access.

‘_

own/certs own application certificates

own/private private keys for own certificates

trusted/certs explicitly trusted peer certificates
issuers/certs CA orissuer certificates

rejected/certs rejected or unknown certificates for manual review

If no own certificate is available, the SDK can create a self-signed certificate together with its private key. Common formats are
supported, including DER, CER/CERT/CRT, PEM, PFX/P12 and key files.

The default validation accepts certificates only if trust, chain and validity are acceptable. Unknown certificates are stored in
rejected , and known issuers can automatically promote new certificates into trusted . Applications can react to this and provide
their own certificate manager.
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10. Access control with the Access Validator

The access validator is the central place for production access policy in the broker. Without a validator, an open default policy

applies for testing; with a validator, the application decides.

‘

CONNECT

PUBLISH

SUBSCRIBE / UNSUBSCRIBE

user name, password, client certificate, protocol version, remote address,
client ID

topic name, QoS, retain, payload, principal

topic filter, requested QoS, principal

For login by client certificate the responsibility stays clearly separated: TLS checks whether the certificate is technically trustworthy;
the validator decides whether this user is allowed to work in this application - based on subject, issuer, serial number, fingerprint or
custom certificate extensions. An accepted CONNECT can attach an application-level principal object to the session, which is

available again in all subsequent checks.

11. Diagnostics and operation

‘_

Diagnostic events

Diagnostic level

DEBUG tracing

Result quality

Broker statistics

structured events with level, category, code and cause instead of a fixed
logging dependency

OFF to DEBUG, switchable at runtime - without restart and without
reconnect

at level DEBUG the content of sent and received messages is reported as
a diagnostic event

every operation returns GOOD or a specific error value with plain text and
inner cause

connections, sessions, subscriptions, queues and retained messages as a
snapshot

The diagnostic events can be connected to a Ul, a file, a logging framework or monitoring. Errors in application callbacks are caught
and reported diagnostically instead of corrupting MQTT processing.
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12. Development and examples

T I v S

Package manager NuGet Maven

Main languages C#, Visual Basic Java

APl documentation .NET APl reference Javadoc

Workshops 23 progressive workshops 23 progressive workshops

Reference tools graphical client and broker test application graphical client and broker test application

The workshops progress from the first connect through QoS, retained messages, Last Will, MQTT 5 features, request/response and
TLS/mTLS up to the embedded broker, access validator and custom store. The included reference tools are suitable for
commissioning, interoperability testing and support.

13. Public resources

‘ Resou fe _

Product download https://www.indi-an.com/en/plccom/mgtt/mgtt-download

NuGet packages https://www.nuget.org/packages/PLCcom.Mqtt.Client and
https://www.nuget.org/packages/PLCcom.Mqtt.Broker

Maven Central https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-
client and https://central.sonatype.com/artifact/com.indi-
an.plccom/plccom-matt-broker

.NET documentation https://docs.plccom.net/help mgtt/net/help/index.html

Java Javadoc Core https://docs.plccom.net/help mgtt/java/javadoc/com.indi-
an.plccom.plccom-mgtt-core/javadoc/index.html

Java Javadoc Client https://docs.plccom.net/help matt/java/javadoc/com.indi-
an.plccom.plccom-mgtt-client/javadoc/index.html

Java Javadoc Broker https://docs.plccom.net/help mqtt/java/javadoc/com.indi-
an.plccom.plccom-mgtt-broker/javadoc/index.html

.NET examples https://github.com/Indi-An/PLCcom-mqgtt-example-dotnet

Java examples https://github.com/Indi-An/PLCcom-mqgtt-example-java

14. Typical use cases

® |oT and Industry 4.0 applications with MQTT as the backbone

® HMI and SCADA applications with MQTT connectivity

® Machine and plant gateways with an embedded broker

® Edge applications that distribute data locally and forward it to the cloud
e Test bench and service software with request/response over MQTT

® Energy, measurement and plant monitoring with retained states

® Applications that combine client and broker functionality in one product

15. Short profile

PLCcom for MQTT combines full MQTT 3.1.1 and MQTT 5.0 communication with modern SDK features: package-based integration,
client and broker operation, an embeddable broker with direct application access, native TLS with PKI and per-port certificates,
central access control, structured diagnostics and practical workshops.

The product line is therefore suitable for integrators who do not just want to “somehow speak” MQTT, but to integrate it into their
own applications reproducibly, maintainably and securely.
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