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1. Manufacturer / Contact
Indi.An GmbH
Flughafenallee 3
28199 Bremen
Germany

Website: www.indi-an.com
Support: support@indi-an.com
Sales: sales@indi-an.com

2. Single Point of Contact (Vulnerabilities)
Contact: support@indi-an.com

3. Product identification
Product: PLCcom for Modbus Java
Maven coordinates: com.indi-an.plccom:plccom-for-modbus
Product version(s): 9.x (starting with 9.1.5)

This guide applies to all releases within major version line 9.x, provided
they are built and released under the documented processes, including
SBOM generation, vulnerability scanning, third-party license collection,
signing, package integrity checks, release gate review, and no relevant
changes are introduced that affect the security characteristics described
herein.

Official distribution channels:
Maven Central: Maven Central package page
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-
modbus
Product documentation: PLCcom for Modbus Java Documentation
https://docs.plccom.net/help_modbus/Java/javadoc/index.html
Official download package: PLCcom Modbus Download
https://www.indi-an.com/en/plccom/modbus/modbus-download/

https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-modbus
https://docs.plccom.net/help_modbus/Java/javadoc/index.html
https://www.indi-an.com/en/plccom/modbus/modbus-download/


4. Intended purpose and scope
PLCcom for Modbus Java is a software library intended to be integrated into host
applications in order to implement Modbus master and/or Modbus slave functionality.
The library supports Modbus TCP, Secure Modbus TCP, Modbus UDP, Modbus RTU,
Modbus ASCII, RTU over TCP, CANopen-style object dictionary access over Modbus,
register access helpers, data-store based slave operation, logging, diagnostic functions,
and Java API documentation through Javadoc.
The library is not a standalone executable product. Communication connections are
established only upon request of the host application. The selection of communication
mode, network exposure, certificate trust configuration, authorization decisions, logging
policy, deployment packaging, and secure system integration are the responsibility of
the integrator/host developer.
The Java version is designed for Java 1.8 compatibility and is tested on modern Java
runtimes up to Java 26 for the supported product release scope.

5. Communication modes and security characteristics
Mode Description Security characteristic

Modbus
TCP

Modbus over TCP/IP,
typically port 502

No protocol-level encryption or peer
authentication

SecureTCP Modbus TCP ADU/MBAP
over TLS

TLS-protected communication with certificate
validation

Modbus
UDP

Modbus over UDP No protocol-level encryption or peer
authentication

Modbus
RTU

Serial Modbus RTU Protection depends on physical access control

Modbus
ASCII

Serial Modbus ASCII Protection depends on physical access control

RTU over
TCP

RTU framing
transported over TCP

No protocol-level encryption unless protected
externally

Plain Modbus TCP, UDP, RTU, ASCII, and RTU over TCP are provided for interoperability
with existing Modbus devices and installations. These modes must be used only in
trusted and controlled networks, with appropriate segmentation, firewall rules, VPNs, or
physical access protection.
SecureTCP should be used where peer authentication and transport protection are
required.



6. Secure Modbus TCP over TLS
SecureTCP transports the same Modbus TCP ADU/MBAP data model through a TLS-
protected connection. The Modbus request, result, logging, and slave data-store model
remain aligned with normal Modbus TCP; TLS protects the transport and peer identity.
TLS 1.3 is preferred where both endpoints support it. TLS 1.2 remains available as a
compatibility mode for devices or installations that require it.
Supported TLS mode selection:

Mode Description
Auto Prefer TLS 1.3 where possible, with compatible fallback

according to configuration
TLS 1.3 only Accept only TLS 1.3
TLS 1.2 only Accept only TLS 1.2

SSL, TLS 1.0, and TLS 1.1 are not permitted for SecureTCP operation.
Cipher suite configuration is available for integrators who must interoperate with
specific devices or policy requirements. Restricting cipher suites can improve policy
compliance, but it can also break interoperability. Any custom cipher configuration
should be validated against the target devices and the applicable security policy of the
installation.

7. Certificates and PKI
7.1 PKI store
SecureTCP uses a PKI directory structure for certificate storage and trust decisions. The
directory structure is created automatically on first access if it does not yet exist.
Typical structure:
pki/ |-- own/ | |-- certs/ own application certificate | `-- private/ matching private key |-- trusted/ | 

The own certificate identifies the local application endpoint. If no own certificate is
available, the SDK can create a self-signed certificate using the configured certificate
parameters such as subject, application information, and validity period.
Supported certificate input formats include common certificate and key formats such as
DER, CER/CERT/CRT, PFX/P12, PEM, and key files, depending on the configured import
scenario.

7.2 CertificateStored mechanism
The SDK provides a certificate storage notification mechanism so that applications and
examples can react when certificates are stored in PKI locations such as own, trusted,
issuers, or rejected. This mechanism is intended for diagnostic output, certificate
manager user interfaces, audit-friendly workflows, and operator review.
Applications must not treat a certificate merely being stored as proof of trust. The
target store and validation outcome must be evaluated.



7.3 Default certificate validation
If no custom validator is installed, the SDK performs certificate validation automatically.
The default validation follows this model:

Situation Result
Peer certificate is CA-signed and the issuer
certificate is present in issuers, certificate validity
is acceptable, and the chain can be validated

Certificate can be accepted and
stored in trusted

Peer certificate is unknown and no issuer
certificate is present

Certificate is stored in rejected and
the connection is rejected

Peer certificate is present in trusted but the
validity period is no longer acceptable

Certificate is rejected

Technical certificate checks fail Certificate is rejected

The rejected store is not a trust store. It is a diagnostic and review location. An
integrator may inspect a rejected certificate and move it to trusted only after the
certificate and its origin have been verified.

7.4 Custom certificate validator
The SDK provides an overridable validator. When a custom validator is installed, the
SDK supplies the peer certificate and the available certificate chain information to the
integrator.
The custom validator returns true to accept the certificate or false to reject it.
Important: If the custom validator is set, the SDK does not perform additional
certificate-level checks. The integrator is then fully responsible for chain validation,
expiry checks, trust decisions, identity checks, and any policy-specific checks.
An accept-all validator may be useful for short-lived workshop or diagnostic scenarios.
It must not be used in production environments.



8. Role-based authorization hook
Secure Modbus TCP may carry role information through the certificate according to the
Modbus Security model. PLCcom for Modbus Java exposes the detected role name and
the requested Modbus function to an optional authorization validator.
Role information is read from OID 1.3.6.1.4.1.50316.802.1. If no role information is
present, the role value is null.
If no authorization validator is installed, the SDK permits the request after the transport
and certificate validation steps have succeeded.
If an authorization validator is installed, the integrator decides whether the specific role
may execute the specific Modbus function for the supplied request context. Rejecting an
operation through the authorization validator returns Modbus exception 01 (Illegal
Function) to the peer.
Authorization checks are performed during request processing and can affect
performance on high-frequency systems. For performance-sensitive installations, keep
the validator deterministic, lightweight, non-blocking, and free of slow external
dependencies.

9. Logging and diagnostic data
The SDK provides communication and telegram logging, including collection-based
operations such as ReadCollection.
ReadCollection diagnostic logging is intended to expose the actual outgoing and
incoming telegrams generated by the internal read operations. This is important for
commissioning, support, and higher-level host logging.
Logging is important for diagnostics, commissioning, support, and validation of
customer installations. At the same time, logs can contain addresses, register values,
device topology information, certificate subjects, endpoints, and other operational
details.
Integrator responsibilities:

Enable detailed telegram logging only where required.
Store diagnostic logs according to the operational security policy.
Avoid publishing logs containing sensitive operational data without review.
Protect support bundles that include telegram logs, certificate details, or
topology information.



10. Timing and interoperability settings
Some Modbus devices require a short waiting period after the TCP connection has been
established before the first request is sent. The SDK provides DelayAfterConnect for
this purpose.
The default value is 0, so existing applications are not delayed unless explicitly
configured.
Integrator responsibilities:

Use DelayAfterConnect only where device documentation or commissioning
tests show that it is required.
Keep the value as small as possible to avoid unnecessary latency.
Prefer deterministic connector timing over ad-hoc sleeps in application code.



11. Register modes and byte order
Modbus is register-oriented and most traditional devices use 16-bit registers. Some
devices document 32-bit or 64-bit register modes for larger numeric values.
The SDK supports 16-bit, 32-bit, and 64-bit register access patterns. Higher register
modes are only applicable to data types that actually require the corresponding width.
Unsupported combinations are rejected by the SDK.
The 64-bit register mode is intended for devices that explicitly document 64-bit register
units. If a device describes a 64-bit value as a sequence of normal 16-bit registers, the
16-bit register mode remains the correct selection and the value interpretation is
controlled through data type and byte order.
The byte order and word order must match the target device documentation. A wrong
byte order can lead to wrong values while the Modbus telegram itself is technically
valid.
Integrator responsibilities:

Verify the required register mode in the device manual.
Use 16-bit register mode unless the device explicitly documents a wider mode.
Use true 64-bit data types only with 64-bit register mode.
Validate byte order with known reference values during commissioning.



12. Minimum requirements for secure operation
Prefer SecureTCP for new installations where network trust is not guaranteed.
Use TLS 1.3 where possible; use TLS 1.2 only for compatibility with devices that
require it.
Do not use SSL, TLS 1.0, or TLS 1.1.
Keep plain Modbus TCP, UDP, RTU, ASCII, and RTU over TCP inside controlled
network or physical security boundaries.
Do not expose Modbus endpoints directly to the internet.
Use firewall rules and network segmentation to restrict access to required hosts
and ports.
Validate certificates before trusting them.
Do not use unconditional custom certificate validators in production.
Implement application-level authorization for write operations where the host
application exposes operational control.
Protect PKI folders, especially own/private.
Apply security updates from official sources promptly.



13. Support period (security support) - fixed end date per major
version line
13.1 Definition of “Security Support”
For the purpose of this document, “Security Support” means the provision of security
updates and mitigations in response to relevant vulnerabilities affecting the product
during the defined support period. It does not include general product support,
consulting services, or feature development.
Customer support services such as response time SLAs, consulting, integration support,
or project support are governed by separate commercial agreements and are not part
of the security support period defined here.
Security updates are provided without undue delay during the security support period.

13.2 Policy
Major line 9.x (starting with 9.1.5): 5 years of security support from the first
CRA-compliant release of the major version line.

Support table (dates in ISO format YYYY-MM-DD; support end in YYYY-MM):
Major line First CRA-compliant release Support end Duration

9.x 2026-06-15 2031-06 5 years

14. EU Declaration of Conformity
Full text DoC:
EU Declaration of Conformity (PDF)
https://www.indi-an.com/legal/cra/plccom-modbus-java/9.1.5/eu-declaration-of-
conformity.pdf
Product documentation:
PLCcom for Modbus Java Documentation
https://docs.plccom.net/help_modbus/Java/javadoc/index.html
The DoC is also included in the official release/download package.

15. SBOM
The SBOM is generated by the Java/Maven release build in CycloneDX JSON format
and archived with the release artefacts. It is also copied into the official release output
where applicable.
Typical release output:
output/com.indi-an.plccom.plccom-for-modbus/sbom/sbom.json

https://www.indi-an.com/legal/cra/plccom-modbus-java/9.1.5/eu-declaration-of-conformity.pdf
https://docs.plccom.net/help_modbus/Java/javadoc/index.html


16. Deinstallation / Decommissioning
The library is removed according to the host system’s processes, for example by
removing the Maven dependency, deleting deployed JAR artefacts, or removing the
application component that embeds the SDK.
If applicable, certificates and private keys stored in the PKI directory must be removed
from the host system according to the integrator’s operational security policy. In
particular, local endpoint private keys under own/private must be deleted when the
corresponding own certificate is decommissioned.

END OF DOCUMENT
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