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1. Manufacturer / Contact

Indi.An GmbH
Flughafenallee 3
28199 Bremen

Germany

o Website: www.indi-an.com

Support: support@indi-an.com
Sales: sales@indi-an.com

2. Single Point of Contact (Vulnerabilities)

Contact: support@indi-an.com

Security issues, suspected vulnerabilities and coordinated vulnerability disclosure
requests should be reported to this contact address. The vulnerability handling process
is described in the product-independent PLCcom SOP

IND-SOP-SEC-001 Vulnerability Handling & CVD.

3. Product identification

Product: PLCcom for MQTT .NET

German sales name: PLCcom fir MQTT

Product version(s): valid for major version line 2.x, starting with version 2.1.2

o This guide applies to all releases within major version line 2.x, provided

they are built and released under the documented processes, including
SBOM generation, vulnerability scanning, release gate checks and release
signing, and no relevant changes are introduced that affect security
characteristics described herein.

NuGet Core: PLCcom.Mqtt.Core

NuGet Client: PLCcom.Mqtt.Client

NuGet Broker: PLCcom.Mqtt.Broker

Official distribution channels:
© NuGet Core: https://www.nuget.org/packages/PLCcom.Mqtt.Core/
© NuGet Client: https://www.nuget.org/packages/PLCcom.Mqtt.Client/
© NuGet Broker: https://www.nuget.org/packages/PLCcom.Mqtt.Broker/

Page 1 of 27



© Product page: https://www.indi-an.com/en/plccom/mqtt/mqtt-overview/
® Related legal document:

© End User License Agreement: https://www.indi-an.com/legal/la/plccom-
mqtt/EULA_PLCcom_MQTT_en_06-2026.pdf

4. Intended purpose and scope

PLCcom for MQTT .NET is a software library intended to be integrated into .NET host
applications in order to implement MQTT client and broker functionality. The product
supports MQTT 3.1.1 and MQTT 5.0 communication and provides both protocol-
oriented core functionality and higher-level client/broker APIs for typical application
development.

The client library enables .NET applications to connect to MQTT brokers, publish
messages, subscribe to topic filters, receive messages, use QoS 0, QoS 1 and QoS 2, use
retained messages, configure Last Will messages, use MQTT 5 properties, use
Request/Response patterns, use JSON convenience functions and receive diagnostic
events.

The broker library enables .NET applications to run an embedded or standalone MQTT
broker, create TCP, TLS, WebSocket and secure WebSocket listeners, manage sessions,
retained messages and subscriptions, publish messages directly from the .NET
application into the broker, listen to messages directly inside the .NET process, use
custom store interfaces, apply authentication/authorization decisions and retrieve
administrative snapshots and counters.

PLCcom for MQTT .NET is a library product. Network connections and broker listeners
are created only when the host application explicitly configures and starts them. Secure
system integration, certificate trust configuration, authentication policy, authorization
policy, persistence policy and operational hardening are the responsibility of the
integrator/host developer.

The companion tools and workshops are reference and test material. They are helpful
for learning and verification, but the CRA-compliant product components are the Core,
Client and Broker NuGet packages listed in section 3.

5. Security model and integration boundaries

5.1 Library responsibility

PLCcom for MQTT .NET provides protocol handling, transport handling, TLS/PKI
integration, MQTT 3.1.1 and MQTT 5.0 feature handling, broker-side decision hooks,
diagnostic events and optional application-provided stores. The library rejects
malformed protocol input, exposes structured errors to the host application and
provides integration points for trust, authentication and authorization decisions.

The library does not operate a hidden background service and does not open ports by
itself. A client connects only when the host application creates and starts a client
connection. A broker listens only when the host application creates listener
configuration and starts the broker.
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5.2 Integrator responsibility

The host application or system integrator is responsible for the operational security
policy. This includes selecting transports, selecting listener addresses and ports,
protecting private keys, deciding which clients are allowed to connect, deciding which
topics may be used, deciding whether sessions and retained messages must survive
restarts, monitoring diagnostic events and applying updates.

The MQTT specification deliberately allows anonymous brokers, open topic trees and
plain transports. These modes are useful for local tests, isolated networks or deliberately
open deployments. They are not automatically suitable for production systems.
Production deployments should explicitly define who may connect, what each client
may publish and subscribe to, how long state is retained and how certificates and
secrets are managed.

5.3 Typical assets to protect

Asset

MQTT
payloads

User
names and
passwords

TLS private
keys

Retained
messages

Persistent
sessions
and
queued
messages

Broker
access

policy

Diagnostics
and logs

Security relevance

May contain process values,
commands, alarms, credentials or
customer data.

Credentials can be reused or
attacked if exposed.

A stolen key can impersonate a
broker or client.

Broker remembers last state for a
topic.

Messages may survive disconnects
and process restarts.

Determines who can connect and
use topics.

Useful for support, but may contain
host names, topic names or error
details.

Typical protection

TLS/WSS, authorization, topic design,
retention policy.

Use TLS, avoid logging passwords,
store secrets outside source code.

File permissions, protected stores,
rotation, no source-control commits.

Use only for intended state, clear
stale retained messages, avoid
secrets.

Use durable stores intentionally,
define retention and cleanup rules.

Access validator, certificate login
mapping, monitoring.

Route to controlled logging, avoid
sensitive payload logging.

Page 3 of 27



6. Transport protocols and security modes

6.1 MQTT transports

Transport Description Security note

mqtt:// MQTT over plain TCP Suitable for local tests or
protected networks only. Do not
use for credentials or sensitive
payloads across untrusted
networks.

mqtts:// MQTT over TLS Recommended for production
network boundaries and for
username/password or
certificate based authentication.

ws:// MQTT over WebSocket Useful for HTTP/WebSocket
infrastructure. Plain transport;
protect by network controls or

use WSS.
wss:// WebSocket transport with Recommended when MQTT must
TLS protection pass through WebSocket

infrastructure in production.

Plain transports are not prohibited by the MQTT specification. They are, however, only
appropriate where the surrounding network and application risk assessment allow
them. Across network boundaries, office/OT transitions, wireless links, internet links,
shared infrastructure or any environment carrying credentials, mqtts:// or wss://
should be used.

Recommended production posture:

Listener type Production recommendation

TCP (mqtt://) Use only on loopback, isolated networks or deliberately
segmented internal networks. Do not use for passwords
or sensitive payloads over untrusted links.

TLS (mgqtts://) Preferred MQTT listener type for production clients. Use
a broker/server certificate and validate peer certificates
according to the deployment policy.

WebSocket (ws://) Use only where WebSocket infrastructure is required and
the network is otherwise protected. Prefer WSS for
production.

Secure WebSocket (wss://) Preferred WebSocket listener type for production when
MQTT must pass through WebSocket infrastructure.

6.2 MQTT protocol versions

Protocol version Description Security relevance
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Protocol version

MQTT 3.1.1

MQTT 5.0

AUTO selection

Description

Widely deployed
MQTT protocol
version for
interoperable
publish/subscribe
communication.

Adds structured
reason codes, user
properties, response
topic, correlation
data, message expiry,
session expiry, topic
alias handling and
additional capability
negotiation.

The high-level client
can negotiate or
select the protocol
according to its
configuration and
broker support.

6.3 TLS and .NET platform security

Security relevance

Fewer structured reason codes
and capability negotiation
features than MQTT 5.0.

Better diagnostics and explicit
expiry/capability handling, but
also more metadata that must
be treated as untrusted input.

Useful for interoperability.
Production systems should
document the expected broker
capability set.

TLS is implemented through the operating-system TLS stack using
System.Net.Security.Ss1Stream on all target frameworks (net472, net4s,
netstandard2.1, net8.0, net9.9, net10.0). The library does not ship an independent
TLS implementation; the bundled cryptography library is used for certificate and PKI
handling only, not for the TLS transport.

The library does not enforce a minimum TLS protocol version in code. Without explicit
configuration, the effective protocol version is negotiated by the operating-

system/platform default (Ss1Protocols.None), so the actual TLS version depends on the
operating-system TLS policy. Integrators should therefore:

® prefer TLS 1.3 where the platform supports it;
® use TLS 1.2 only as a compatibility mode;

® disable SSL, TLS 1.0 and TLS 1.1 through operating-system policy or explicit
configuration for production deployments;
® keep the operating system and its TLS stack patched.

Explicit protocol and cipher configuration is possible through
PlccomMqttT1lsOptions.EnabledProtocols and
PlccomMqttTlsOptions.EnabledCipherSuites. Cipher-suite selection is effective only on
the modern .NET targets (net8.0, net9.0, net10.0); on net472, net48 and
netstandard2.1 a configured cipher-suite list is rejected with a
PlccomMgttUnsupportedFeatureException before the handshake, because the
underlying platform APl does not support per-connection cipher-suite selection.
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Transport-level certificate revocation checking is disabled by default. The TLS handshake
is performed with checkCertificateRevocation = false and the default chain
validation uses X5@9RevocationMode.NoCheck. Revocation handling is therefore an
integrator and operations responsibility (see section 9.6).

7. MQTT protocol features with security relevance

7.1 QoS is delivery assurance, not encryption

MQTT QoS levels define message delivery behavior. They do not provide confidentiality,
authentication or authorization.

QoS Meaning Security note
QoS 0 At most once. The Suitable for telemetry where loss is
message may be lost. acceptable.
QoS 1 At least once. The receiver Application logic must tolerate duplicate
may see duplicates. messages.
QoS 2 Exactly once at the MQTT  More stateful and more expensive; use
protocol exchange level. where duplicate processing is unacceptable.

A secure application must still validate payload meaning, topic authorization and
replay/duplicate behavior at the business logic level where required.

7.2 Retained messages

A retained message is stored by the broker as the last known value for a topic and is
replayed to future matching subscribers. This is useful for state values such as current
mode, availability or last measured value.

Retained messages should not be used for passwords, tokens, one-time commands or
short-lived secrets. Operators should define who may publish retained messages and
how stale retained messages are cleared. A retained message with an empty payload
clears the retained state for the topic.

7.3 Sessions, queued messages and session expiry

MQTT sessions can keep subscription state and queued messages while a client is
disconnected. This is useful for clients that temporarily lose network connectivity. It also
means that broker state may contain business-relevant data after the client has gone
offline.

Production deployments should define whether persistent sessions are allowed, how
long sessions may live, whether a durable store is required and when old session state
is deleted. If state must survive broker restarts, an application-provided durable store
should be used. If state must not survive restarts, in-memory operation is appropriate
and simpler.

7.4 Last Will / Testament

A Last Will message is published by the broker when a client disconnects unexpectedly.
It is commonly used for availability status, for example publishing offline to a status
topic.

Page 6 of 27



The Will payload should be designed as public status information within the authorized
topic tree. It should not contain secrets. The broker publishes the Will according to the
client configuration and topic authorization policy. Production applications should
ensure that a client may only configure a Will topic that it is allowed to publish to.

7.5 MQTT 5 properties and user properties

MQTT 5 allows additional metadata such as content type, response topic, correlation
data, message expiry, subscription identifiers and user properties. These fields are useful
for modern application patterns, but they are input from remote peers and must be
treated as untrusted data.

Applications should not interpret user properties as trusted identity, authorization or
security claims unless they are validated by an application-specific policy. User
properties may be logged or forwarded by host applications; therefore they should not
contain secrets unless the complete route is protected and intended for that purpose.

7.6 Request/Response pattern

MQTT request/response uses a response topic and correlation data. It is a convention
built on normal MQTT publish/subscribe, not a separate secure channel. The responder
should validate that the requester is authorized to use the request topic and that the
response topic is acceptable for the deployment. Correlation data should be treated as
opaque data and should not contain credentials.

7.7 Topic wildcards

MQTT topic filters may use + for one topic level and # for multiple topic levels. Wildcards
are powerful and can unintentionally expose a large part of the topic tree. Production
brokers should allow wildcard subscriptions only when the role really needs them. Broad
filters such as #, +/+/status or tenant-wide filters should be reviewed carefully in the
access validator.

MQTT topic names used for PUBLISH must not contain wildcards. A client may
subscribe to factory/+/temperature, but it must publish to a concrete topic such as
factory/linel/temperature.

7.8 Shared subscriptions

Shared subscriptions distribute matching messages among a group of subscribers. They
are useful for load-balanced worker scenarios. They also change the delivery model:
each matching message is delivered to one member of the shared group, not to every
subscriber. Access policies should therefore check both the shared group name and the
effective topic filter.

Shared subscriptions are advertised as an available server capability and are supported
by the broker. They should be enabled only for roles that are intended to process work
as a group. They should not be used as a shortcut to bypass normal topic
authorization.

7.9 Topic alias, message expiry and session expiry
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MQTT 5 topic aliases reduce packet size by replacing repeated topic names with
numeric aliases on a connection. Applications must treat aliases as connection-local
protocol state, not as authorization data.

Message Expiry Interval limits how long a message remains useful. It is especially
relevant for queued messages, retained messages and request/response patterns.
Applications should use expiry values for short-lived commands or requests so stale
messages are not processed later.

Session Expiry Interval controls how long broker session state can survive after
disconnect. Longer session expiry can improve reliability for intermittent clients, but it
also increases retained broker-side state and should be aligned with the operator’s data
retention policy.

8. Authentication and authorization

8.1 MQTT username and password

MQTT username and password fields are supported. The client sets them through
WithUsernamePassword(userName, passwordBytes), where the password is passed as a
byte array so that it is not forced into an interned string. Password data should be
transmitted only over TLS-secured transports. The broker-side access validator receives
the information required to make application-specific authentication and authorization
decisions. The product does not prescribe a password database, hashing scheme or user
directory; these are integration responsibilities.

Passwords must not be logged. If a host application stores credentials, it should use an
operating-system or application secret store. Source-code constants, configuration files
committed to source control and diagnostic dumps are not suitable places for
production passwords.

8.2 TLS client certificates and certificate login

TLS client certificates can be used as part of a mutual TLS setup. The client presents its
certificate through the client TLS options (WithClientCertificate). On the broker side,
the client-certificate policy is controlled by PlccomMgttBrokerClientCertificateMode,
with the values None, Optional and Required; the default is None.

The behavior of these modes must be understood precisely. Required only enforces
that a client presents a certificate at the TLS layer; it does not by itself establish trust in
that certificate. The trust check of the client certificate is performed only when broker-
side PKI options are configured on the listener’s TLS options. Without configured PKI
options, the presented client certificate is accepted at the transport layer without
validation against a trust store, and only the certificate identity (for example the X.500
distinguished name exposed as the client principal) is captured for the access decision.

For production mutual TLS, either configure broker-side PKI options so the client
certificate chain is validated, or perform the certificate validation explicitly in the access
validator. TLS certificate trust establishes technical trust in the certificate chain;
application-level login and authorization based on the certificate are still explicit
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application decisions. The mapping can be based on subject, subject alternative name,
issuer, fingerprint or another application-defined certificate attribute. The mapping
decision belongs to the application or integrator and should be documented.

8.3 Broker access validator

The broker access validator is the central hook for application-specific decisions. It is
implemented as IPlccomMgttBrokerAccessValidator with the operations
ValidateConnect, ValidatePublish, ValidateSubscribe and ValidateUnsubscribe.
Each operation returns a P1ccomMgttBrokerAccessDecision; the decision factories are
Allow(), Allow(principal), Deny(reason) and Deny(reason, diagnosticMessage).A
null return value is treated as a rejection.

The CONNECT context includes the protocol version, remote address, requested and
effective Client Identifier, Clean Session/Clean Start, Keep Alive, user name, password
bytes where applicable, TLS client-certificate data and derived client principal where
available and Last Will metadata. The PUBLISH context includes protocol version,
remote address, effective Client Identifier, authenticated principal, Topic Name, QoS,
Retain flag and payload information. The SUBSCRIBE/UNSUBSCRIBE context includes
protocol version, remote address, effective Client Identifier, authenticated principal,
packet identifier, Topic Filter and the requested maximum QoS for SUBSCRIBE. Shared
subscriptions are visible through the Topic Filter syntax, for example
$share/<group>/<filter>.

If no restrictive validator is configured, the broker uses the built-in
PlccomMgttBrokerAccessValidators.AllowAll validator, which allows anonymous
clients to perform all operations. This is an intentionally open mode that is useful for
local tests and deliberately open internal deployments. Production systems should
configure a validator and should document the chosen authentication and
authorization policy.

For production brokers, a deny-by-default policy is recommended: a request should be
allowed only when the validator can positively match the client identity, role and
requested operation to the configured policy.

Recommended validator responsibilities:

Operation Typical checks

CONNECT Validate client identifier, user name, password where
used, TLS client certificate where used, remote
address and requested protocol features. Reject
unknown users/certificates and unexpected duplicate
identity use where the deployment requires stable
identities.

PUBLISH Validate topic name, QoS, retain flag, payload
context and whether the client may write this topic.
Retained publishes should be restricted to topics
and roles where retained state is explicitly allowed.

SUBSCRIBE Validate topic filter, requested maximum QoS,
wildcard use and shared-subscription syntax where
present. Broad filters such as # should be allowed
only to trusted roles.
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Operation Typical checks

UNSUBSCRIBE Usually less sensitive than SUBSCRIBE, but still useful
for auditing and for rejecting unexpected operations
from unknown or already blocked identities.

Recommended validator checks include:

® reject unknown users or unknown certificates;

reject clients with missing or duplicated client identifiers where the deployment
requires stable identities;

limit publish rights to the topic subtree owned by the client or role;

limit subscribe rights to the topic subtree the client is allowed to observe;
restrict retained-message publishing to trusted roles;

restrict Last Will topics to topics the same client would be allowed to publish;
reject unexpectedly large or malformed metadata according to the host
application policy.

The validator should avoid slow blocking operations on the broker’s critical path.
Database, directory or web-service calls should be designed with caching, timeouts and
failure behavior. If an authorization backend is unavailable, production systems should
prefer fail-closed behavior unless the deployment explicitly accepts fail-open operation.

8.4 MQTT 5 Enhanced Authentication

MQTT 5 Enhanced Authentication is supported through application callbacks. On the
client side, an authenticator delegate (P1lccomMgttClientEnhancedAuthenticator) is
configured through

WithEnhancedAuthentication(method, initialData, authenticator). On the broker
side, the application implements IP1ccomMgttBrokerEnhancedAuthenticator with
OnConnect and OnAuth; a null result is treated as a rejection. Without a configured
enhanced authenticator, the broker does not perform a custom MQTT 5 AUTH
challenge/response flow and rejects unknown enhanced authentication methods. If
configured, the application owns the authentication method, state handling,
performance behavior and failure decisions.

Enhanced Authentication should only be enabled when the application has a clearly
defined authentication mechanism. Authentication methods should be documented,
tested for timeout behavior and protected against excessive resource use.

9. Certificates and PKI

9.1 PLCcom PKI folder

PLCcom for MQTT .NET can use a file-based PKI folder (class P1ccomMqttPkiStore)
consistent with other PLCcom .NET products. The structure is created automatically
when the PKI store is used:
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pki/

own/

certs/ own certificates

private/ own private keys or certificate containers
trusted/

certs/ explicitly trusted peer certificates

crl/ revocation lists for trusted certificates
issuers/

certs/ trusted issuer or CA certificates

crl/ revocation lists for issuer certificates
rejected/

certs/ received but not trusted certificates

The default store root is a process-local pki folder. The reference Client and Broker tools
use role-separated user data stores by default. In customer applications, the integrator
can choose the PKI path and own alias explicitly.

9.2 Supported certificate and key files

The PKI handling supports common certificate and key formats:

Location / purpose Supported extensions
Certificate files .der, .cer, .cert, .crt, .pem
Own private key files .pem, .key, .der
Own certificate containers with private key .pfx, .pl2

Password-protected .pfx and .p12 containers require the corresponding password in
the TLS/PKI configuration. Separate private-key files must use PKCS#8 or RSA PKCS#1,
either unencrypted or PBES2-encrypted. For new deployments, .pfx or .p12 containers
are the preferred format for own identities.

9.3 Own certificates

Own certificates are used to identify a TLS endpoint. A broker usually presents a server
certificate to the client. A client may present a client certificate when the broker requires
mutual TLS or certificate-based login.

The host application is responsible for protecting private key files and passwords.
Private keys should be readable only by the operating-system account running the
application. Test certificates generated during development should be replaced by
production certificates before deployment.

For development and self-contained deployments, own self-signed identities can be
generated through PlccomMgttOwnCertificate (LoadOrCreate/Build). Generated
identities use an RSA key of at least 2048 bits (a minimum of 2048 bits is enforced), a
SHA-256 signature, key usage for digital signature and key encipherment, extended key
usage for both server and client authentication, and optional subject alternative names
(DNS/IP). The certificate is written under own/certs and the private key under
own/private as PKCS#8 PEM; when a password is supplied, the key is protected with
PBES2 (AES-256-CBC with PBKDF2-HMAC-SHA256, 600000 iterations).
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For mgtts:// and wss://, the broker needs a server certificate and matching private
key. For mutual TLS, the client additionally presents a client certificate. A client certificate
proves possession of the corresponding private key and can be used as an identity
input, but the application still needs an authorization decision that maps the certificate
to a user, role or permission set.

TLS trust and application login are separate decisions:

Decision Meaning

TLS trust The certificate chain or certificate is
technically trusted for this connection.

Application authentication The peer identity is accepted as a known
user/client.
Authorization The accepted identity may perform a

specific CONNECT, PUBLISH or
SUBSCRIBE operation.

The client TLS options enable host name verification by default
(HostnameVerificationEnabled = true). When the broker certificate does not cover
the configured client endpoint name, the client rejects the connection and stores the
certificate in the rejected area. Trust and host identity are separate checks: a trusted
broker certificate may still be rejected when its SAN/CN does not cover the endpoint
host. If an IP address is used as endpoint, the certificate and validation policy must be
designed for IP-address usage. TLS client certificates used for mutual TLS identify the
client and are not matched against the broker host name.

9.4 Rejected certificates

When the default PKI validation receives an unknown, untrusted or host-mismatched
remote certificate, the certificate is stored in the rejected area and the current
connection attempt fails. The integrator or an authorized operator can review the
certificate and move it to the appropriate trusted store (for example through
MoveRejectedToTrusted) if it is acceptable. The next connection attempt can then
succeed only if all configured checks, including host identity where enabled, pass.

The rejected folder is not a trust store. A certificate remaining in rejected is not
trusted merely because it was saved there. The rejected area is an operator review area.

9.5 Validator override

Applications may provide their own certificate validator. The override is a delegate,
PlccomMgttRemoteCertificatevalidator, configured through
PlccomMqttPkiOptions.Builder.RemoteCertificateValidator(...). If a custom
validator is configured, that validator owns the certificate decision. In this mode, default
PKI folder processing is bypassed for the same certificate decision: the file-based PKI
store is not read, written or created by the default validator path. A validator result of
null is treated as a rejection. Returning unconditional acceptance disables the trust
model and must not be used in production unless explicitly risk-accepted.

Accept-all certificate validation (AcceptAllRemoteCertificates) is intended for tests
and diagnostics only. It should not be used in production. A custom validator should
document exactly which certificate attributes are checked, how rejected certificates are
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handled and whether issuer certificates, expiry, signature integrity and host identity are
validated.

9.6 Certificate rotation, expiry and revocation

Production deployments should monitor certificate expiry and rotate certificates before
they expire. If a CA hierarchy is used, issuer certificates and certificate revocation
procedures should be maintained according to the operator’s security policy. When
certificates are rotated, clients and brokers must trust the new issuer or certificate
before the old certificate is removed from service.

Transport-level certificate revocation checking is disabled by default: the TLS handshake
uses checkCertificateRevocation = false and the default chain validation uses
X5@9RevocationMode.NoCheck. Revocation handling is therefore an integrator and
operations responsibility. Deployments that require revocation enforcement should
implement it through a custom validator that performs the required CRL/OCSP checks,
should keep certificate lifetimes short and should rotate certificates regularly so that a
compromised certificate has a limited useful window.

10. Client-side secure integration

10.1 Endpoint selection

Client endpoints should use a scheme that matches the intended security level:

® usemqgtts://host:port for MQTT over TLS;
® usewss://host:port/path for MQTT over secure WebSocket;
® usemqtt:// orws:// only for controlled networks or local tests.

Host names should match the broker certificate when certificate validation relies on
host identity. IP addresses can be used where the certificate and validation policy are
designed for that usage.

Clients that transmit user names, passwords, tokens or sensitive payloads should use
mgtts:// orwss://. Plain mqtt:// and ws:// should be reserved for local tests, isolated
network segments or deliberately risk-accepted deployments.

10.2 Credentials and client identity

Credentials should not be hardcoded in source code. Production applications should
load user names, passwords and certificate passwords from a protected configuration
mechanism, secret store or operator-controlled runtime configuration.

The MQTT Client Identifier should be chosen deliberately. A stable client identifier is
important when the client uses persistent sessions, queued messages or Last Will
behavior. Reusing one client identifier from multiple running clients can cause
connection takeovers or unexpected session behavior. Random client identifiers are
useful for temporary clients, but they are usually not appropriate where the broker
must keep durable session state.
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10.3 Timeouts and reconnect behavior

The client provides connect and operation timeouts, both defaulting to 10000 ms,
together with a socket read timeout and a default Keep Alive of 60 seconds. These
settings prevent the host application from waiting indefinitely for a network, DNS, TLS
or broker response. By default a fresh session is requested (cleanStart = true) and the
protocol version is negotiated automatically.

Automatic reconnect is disabled by default and can be enabled by the host application.
When enabled, it uses an initial reconnect delay of 1000 ms and a maximum reconnect
delay of 30000 ms. Automatic reconnect can be useful for unstable networks, but the
host application should still display or log diagnostic events so operators can
distinguish temporary outages from configuration problems. Reconnect and
connection-state changes are surfaced through the onConnected, OnDisconnected and
OnReconnectFailed callbacks.

Reconnect failures are reported through OnReconnectFailed and through diagnostic
events. The library delivers every diagnostic event at or above the configured level and
does not rate-limit them, so a host application that renders reconnect failures directly
to a log or user interface should apply its own de-duplication or suppression to avoid
log floods during a prolonged outage.

Reconnect and retry behavior should be configured so that outages do not create
uncontrolled load on the broker, DNS infrastructure, authentication backend or
network. In larger deployments, retry intervals should avoid synchronizing all clients
into the same reconnect burst after an outage.

10.4 Message callback handling

Incoming MQTT messages are delivered through application callbacks/handlers. The
client exposes a blocking APl and, through AsAsyncClient(), an asynchronous facade
for applications that prefer async/await composition; both deliver incoming messages
through application handlers. The library catches callback failures and emits diagnostic
events. The host application should keep callbacks short and should offload long-
running work to its own worker logic where necessary. A slow or failing callback can
otherwise delay message handling and increase memory pressure.

10.5 Payload handling

MQTT payloads are arbitrary bytes. The client library can provide convenience handling
such as text and JSON mapping (JSON support is built on System.Text.3Json, for
example PublishJson<T> and PlccomMgttMessage.GetPayloadJson<T>()), but payload
validation belongs to the application. Applications should validate expected content
type, size, encoding and schema before treating a payload as trusted command or data.

Applications that use QoS 1 or QoS 2 should design message processing to tolerate
protocol retries and reconnect situations. QoS 1 can deliver duplicates by design. QoS 2
prevents duplicate delivery at the MQTT protocol exchange level, but application-level
idempotency may still be required when a command can be retried by the sender or
when state was already changed before an application crash.
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11. Broker-side secure integration

11.1 Broker defaults

The broker options use conservative loopback defaults. If no custom listener list is
supplied, the broker creates exactly one plain TCP listener on 127.0.0.1:1883. This
default is suitable for local development and tests. It is not a production exposure

decision.

Relevant broker defaults and hardening settings:

Setting

Default bind
address

Default port

Listener types

Maximum
connections

Broker packet
limit

Socket read
timeout

Socket send
timeout

Maximum
sessions

Maximum
retained
topics

Maximum
subscriptions
per client

Access
validator
Diagnostic
level

Default / behavior

127.0.0.1

1883

TCP, TLS, WebSocket, Secure
WebSocket

128 by default, configurable

1 MiB default via broker limits

500 ms default

30000 ms default

10000 by default, configurable

10000 by default, configurable

1000 by default, configurable

Allows all if no restrictive validator
is configured

Info by default

Security relevance

Local-machine exposure only.
Wider exposure requires an
explicit bind address.

Standard MQTT TCP port. May
conflict with other brokers.

Use TLS/WSS for production
network boundaries.

Limits concurrent clients and helps
reduce resource exhaustion.

Reduces memory allocation risk
from unauthenticated peers;
intentionally smaller than the
shared client/core default of

16 MiB.

Helps wake shutdown/connection
loops and prevents indefinite
blocking on reads.

Bounds a single blocking write to
a slow consumer during fan-out
delivery.

Caps stored session table growth
from many distinct client
identifiers.

Caps distinct retained-topic
growth from authorized
publishers.

Caps subscription growth from a
single connection.

Production systems should
configure a restrictive validator.

Controls the minimum severity
delivered to diagnostic listeners.
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Open broker operation is therefore an explicit operating mode: it happens when no
restrictive access validator is configured or when the configured validator deliberately
allows the requested operation. This can be correct for local tests or isolated scenarios,
but production brokers should use an access validator.

11.2 Listener binding

A broker listener should be bound only to the network interfaces that need to accept
clients. Binding to 127.0.0.1 restricts access to the local machine. Binding to all
interfaces exposes the broker on all network interfaces and should only be done
intentionally.

Production brokers should avoid unnecessary listener types and ports. If plain TCP is
needed for legacy or local clients, consider placing it on a restricted interface while using
TLS/WSS for external clients.

11.3 Multiple listeners

The broker can expose multiple listeners, for example one local plain listener and one
TLS listener. Each listener increases the exposed attack surface. Integrators should
document the purpose of every listener, its bind address, port, transport type, TLS
requirement and intended client group.

Each TLS and WSS listener carries its own P1ccomMgttBrokerTlsOptions with its own
ServerCertificate, so every secure listener is assigned its server-certificate identity
explicitly through its own TLS options. There is no automatic default-certificate creation,
renewal or SAN adjustment performed by the library; the certificate configured for a
listener is used unchanged. Integrators should document, for each secure listener, why
it uses its certificate, which clients are expected to trust it, which endpoint host names it
covers and how certificate rotation is handled.

11.4 Connection and resource limits

Broker deployments should configure reasonable connection limits and socket timeouts.
The broker enforces a maximum connection count, a maximum session count, a
maximum retained-topic count, a maximum number of subscriptions per client, a socket
read timeout and a socket send timeout, in addition to the packet-processing limits
described in section 17. These limits reduce the impact of accidental overload and
simple denial-of-service situations. Limits should be chosen according to the expected
number of clients, payload rate, QoS use, persistence behavior and available host
resources.

11.5 Authorization decisions

The broker should use the access validator for production deployments. Authorization
should be checked at least for CONNECT, PUBLISH and SUBSCRIBE. A topic naming
scheme that encodes tenant, device or role ownership makes validator logic easier to
audit.

11.6 Administrative snapshots and counters
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The broker exposes operational information through two properties.
PlccomMgttBroker.Statistics provides live counters including
ActiveConnectionCount, SessionCount, ActiveSessionCount, SubscriptionCount,
QueuedMessageCount, RetainedMessageCount and ApplicationListenerCount.
PlccomMgttBroker.Admin provides a snapshot including bound ports, sessions, retained
messages and counters. This information is useful for diagnostics and operations, but it
can reveal client identifiers, topic names and operational behavior, and it is not intended
as the only source of truth for billing, security decisions or durable audit logs.

Applications should not expose administrative snapshots or counters directly to
untrusted users. If an application provides an admin Ul, REST endpoint or remote
management channel, it should protect that channel with authentication and
authorization and should avoid exposing payloads or sensitive topic structures
unnecessarily.

11.7 Embedded broker use

When the broker is embedded into a .NET application, the application and broker share
one process. This is convenient for automation systems, gateways and test tools. It also
means that broker callbacks, local listeners and application code affect the same
process. Long-running or failing application callbacks should be isolated by application
logic where necessary.

11.8 Local publish and local listeners

The broker API can publish data directly from .NET code into the broker (Publish(...)
overloads and CreatePublishBuilder(...)) and can receive broker messages directly
through in-process application listeners (Listen(...) and CreateListenBuilder(...),
including an option to replay retained messages on attach). This is intended for
integrations where data originates from the application rather than from a network
MQTT client.

Local publish/listen is not a security bypass by itself, but it is trusted in-process code.
The host application must ensure that only intended application components call these
APIs and that local messages follow the same topic and payload policy as network
messages.

12. Persistence, stores and data retention

12.1 In-memory operation

In-memory operation is simple and suitable for tests, transient deployments and cases
where retained messages, queued messages and sessions do not need to survive a
process restart. When no store is configured, the broker keeps this state in memory; a
thread-safe reference implementation, P1ccomMgttBrokerInMemoryStore, is also
available. After restart, in-memory state is gone.

12.2 Application-provided stores

Page 17 of 27



PLCcom for MQTT .NET provides a store interface, IP1ccomMgttBrokerStore, SO
applications can own persistence. The interface covers retained messages and client
sessions; queued and offline messages are part of the session state
(PlccomMgttBrokerSessionState) rather than a separate store. If a custom store is
configured, the application is responsible for storage security, durability, transactions,
encryption, backup, locking, recovery, performance and cleanup behavior. Store
implementations should be tested under load and failure conditions.

A custom store can affect latency. Integrators should avoid slow blocking operations on
critical MQTT paths where high throughput or many clients are expected.

Store implementations should define:

access protection for the physical database, file system or service;

whether retained payloads and queued messages are encrypted at rest;
backup and restore rules;

retention and deletion rules;

behavior when a store operation fails;

behavior when the store is slow or temporarily unavailable;

maximum accepted state volume for sessions, retained messages and queues.

Store failures must not be ignored silently. The host application should connect
diagnostic events and should define whether a store failure stops broker startup, rejects
the current MQTT operation or triggers an operator alarm.

12.3 Data minimization

Retained messages, queued messages, session information and diagnostic logs should
contain only data required for operation. Payloads containing secrets, personal data or
commands should have explicit retention and deletion rules.

12.4 Backup and restore

If a durable store is used, backups may contain retained payloads, queued messages,
subscriptions and client identifiers. Backups should receive the same protection as
production data. Restore procedures should be tested to ensure that restored broker
state does not unintentionally replay obsolete or unsafe messages.

13. Diagnostics, error handling and logging

13.1 Diagnostic events

PLCcom for MQTT .NET exposes diagnostic events for network, TLS, protocol, callback,
store and broker application problems. A host implements
IPlccomMgttDiagnosticListener.OnDiagnosticEvent(...) and registers it through
WithDiagnosticListener /OnDiagnostic, with the minimum delivered level set through
WithDiagnosticLevel and adjustable at runtime through SetDiagnosticlLevel.
Diagnostic events are intended to let host applications connect the library to their own
logging, Ul, monitoring or support workflow without forcing an additional logging
dependency.
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Each PlccomMgttDiagnosticEvent carries a component, severity, category, code,
message, optional cause, and context fields such as client identifier, topic name, remote
address, operation, protocol version, MQTT reason code and the Retryable/Fatal flags
together with a timestamp. Categories include Network, Tls, Authentication,
Authorization, Protocol, Store, Callback, Reconnect, Lifecycle, Resource and Internal. The
delivered level ranges over Off, Debug, Info, Warning, Error and Fatal, with a default of
Info. Diagnostics should be considered operational data and should be handled
according to the operator’s logging policy.

13.2 Error handling strategy

Recoverable network and remote endpoint failures should normally be reported and
handled without terminating the host process. Examples include connection refusal,
DNS failure, socket close, TLS handshake failure and MQTT reason-code rejection.

Programming errors in application callbacks are reported through diagnostics. The
library should continue operating where possible, but the host application should fix
callback failures because they may indicate data-processing defects.

Configuration errors should be corrected by the integrator. Examples include invalid
endpoints, missing own certificates, wrong passwords, invalid PKI paths or listener ports
already in use.

13.3 Log content

Diagnostic events are designed for data minimization: they never include passwords or
private certificate keys, and message payloads are included only at Debug level, in a
truncated form. Host applications should likewise avoid logging passwords, private keys,
full secrets, long payloads or customer-sensitive data. Topic names and client identifiers
can also be sensitive in some environments and should be treated accordingly.

Support bundles, diagnostic exports and customer-provided logs should be reviewed
before they are shared outside the operating organization. They may contain host
names, endpoint addresses, client identifiers, topic names, certificate subjects, exception
messages or fragments of application data depending on the host application’s logging
configuration.

The integrator is responsible for log retention, access protection and deletion policies.
Logs used for security monitoring should be protected against unauthorized
modification.

14. Secure-by-default and integration responsibilities

PLCcom for MQTT .NET is designed as a library. Secure operation depends on host
application choices. The following default and design characteristics are relevant:

Area Product behavior Integrator responsibility
Network No client connection or Start only the required listeners and bind
activity broker listener is started them to appropriate interfaces.

unless requested by the host
application.
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Area

Plain
transports

TLS validation

Authentication

Custom
validators

Stores

Diagnostics

License
validation

Product behavior

Plain TCP and plain
WebSocket are available for
interoperability and
controlled environments.

The client rejects unknown
broker certificates by the
default PKI workflow (trust-
on-first-use storage in the
rejected area). Broker-side
client-certificate trust is
validated only when broker
PKI options are configured.

Username/password, TLS
client certificates, enhanced
authentication and validator
hooks are available.

Custom access and
certificate validators can
implement deployment-
specific policy.

In-memory operation is
available. A custom store
interface is available.

Diagnostic events are
emitted for network,
protocol, TLS, store and
callback problems.

Public product APIs require
valid PLCcom license
information. Build() fails
when no valid license is
configured (fail-closed).

Integrator responsibility

Use TLS/WSS for production network
boundaries and for credentials or
sensitive payloads.

Maintain trusted certificates, issuer
certificates and own certificates; configure
broker PKI options where mutual-TLS trust
is required.

Define and implement the actual user, role
and authorization model.

Ensure custom validators do not weaken
security by accepting all identities, all
certificates or overly broad topic access.

Use a custom durable store when
sessions, retained messages or queued
messages must survive process restarts.

Connect diagnostics to logging, U,
monitoring or support channels.

Protect license information and handle
license failures during application startup.

15. Recommended secure configuration profiles

15.1 Local development profile

A local development profile may use mqtt://127.0.0.1:<port> and open

authentication for quick tests. This profile should be limited to local machines and
should not be used as a production template. Developers should still test TLS and
authorization before release.

15.2 Production client profile

A production client should normally use mqtts:// or wss://, validate the broker
certificate, use explicit timeouts, register diagnostics, handle reconnect behavior and
avoid publishing secrets as retained messages or user properties. If username/password
authentication is used, TLS is required to protect credentials in transit.
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15.3 Production broker profile

A production broker should normally use TLS/WSS listeners, bind only required
interfaces, configure connection limits and read timeouts, configure an access validator,
reject anonymous access unless explicitly intended, define topic permissions, protect
private keys and connect diagnostics to monitoring.

15.4 Embedded broker profile

An embedded broker should define which .NET components may publish locally, which
.NET components may listen locally, how broker lifecycle is tied to application lifecycle
and whether in-memory or durable state is required. Embedded deployments should
still apply TLS and access validation for network clients.

15.5 Certificate-based login profile

Certificate-based login should use TLS client certificates and an application-defined
mapping from certificate identity to user or role. The certificate trust decision and the
application login decision are related but separate: a trusted certificate proves technical
trust, while the access validator decides what the identified client may do.

16. Minimum requirements for secure operation

For production deployments, integrators should apply at least the following measures.

16.1 Network

® Usemgtts:// orwss:// across network boundaries.

e Start only the broker listeners that are actually required.

® Bind broker listeners to specific interfaces instead of exposing them broadly by
default.

® Use plain TCP/WS only for local tests, segmented networks or explicitly risk-
accepted deployments.

® Protect any application-specific admin Ul or remote management channel that
exposes broker snapshots, counters or configuration.

16.2 TLS and PKI

® Prefer TLS 1.3. Use TLS 1.2 only as a compatibility mode.

® SSL, TLS 1.0 and TLS 1.1 must not be used for production deployments.
Because the library does not enforce a minimum TLS version in code, enforce the
minimum accepted TLS versions through operating-system TLS policy or explicit
configuration.

® Keep the .NET runtime and operating-system security updates current within the
supported runtime range, including the operating-system TLS stack.

® Use TLS server certificates that match the configured host name or the
documented validation policy.

® Keep private keys, PFX/P12/PEM passwords and PKI folders protected and never
commit them to source control.
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Because transport-level revocation checking is disabled by default, keep
certificate lifetimes short, rotate certificates regularly, and add a custom validator
with CRL/OCSP checking where revocation enforcement is required.

Do not use accept-all certificate validation in production.

16.3 Authentication and authorization

Use broker access validation for production brokers.

Prefer deny-by-default authorization for production topic policies.

Avoid anonymous/open broker operation unless explicitly intended and risk-
accepted.

Use TLS when transmitting username/password credentials.

Use certificate-based trust and certificate login only with a documented user/role
mapping, and configure broker PKI options where mutual-TLS trust is required.
Review wildcard subscriptions, shared subscriptions, retained publishes and Last
Will topics explicitly in the access policy.

16.4 Broker operation

Configure maximum connection counts and packet-processing limits according
to the expected deployment.

Avoid unbounded callback work on broker protocol paths.

Monitor slow clients, repeated reconnects, repeated authorization failures and
TLS failures.

Test broker behavior under network failures, reconnect storms and store errors
before production deployment.

16.5 Persistence

Use a durable custom store when retained messages or sessions are
operationally important.

Define whether retained messages, queued messages and sessions may contain
sensitive data.

Define backup, restore, retention, deletion, encryption-at-rest and failure
behavior for custom stores.

Monitor store failures through diagnostics.

16.6 Diagnostics

Monitor diagnostic events and define operator response procedures for repeated
network, TLS, store or protocol errors.

Avoid uncontrolled logging of payloads, credentials, tokens, private keys,
certificate secrets and customer-sensitive data.

Review support bundles before they are shared outside the operating
organization.
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16.7 Updates and SBOM

® Review the SBOM (generated per target framework inside the NuGet packages)
and vulnerability scan results before release and after dependency updates.

® Apply PLCcom MQTT updates and .NET runtime / operating-system security
updates promptly.

® Use official distribution channels only.

17. DoS and resource-limit considerations

MQTT brokers accept input from network peers and should be configured with realistic
limits. PLCcom for MQTT .NET provides several built-in limits; other limits depend on
the deployment, store and host application.

Resource

Maximum
concurrent clients

Maximum MQTT
packet size

Maximum
topic/filter byte
length

Maximum MQTT 5
user properties

Queued inbound
publishes per
connection

Maximum stored
sessions

Maximum retained
topics

Maximum
subscriptions per
connection

Socket read
timeout

Socket send
timeout

Keep Alive / idle
clients

Retained /
subscription /
session volume

PLCcom MQTT support / guidance

Broker option MaxConnections, default 128, configurable.

Configurable through P1lccomMgttLimits. Broker defaultis 1 MiB;
generic client/core default is 16 MiB.

Configurable through P1ccomMgttLimits, default 65535 bytes,
which is also the MQTT UTF-8 length limit.

Configurable through P1lccomMgttLimits, default 128 per message.

Configurable through PlccomMgttLimits, default 1024.

Broker option MaxSessions, default 10000, configurable.

Broker option MaxRetainedTopics, default 18000, configurable.

Broker option MaxSubscriptionsPerClient, default 1000,
configurable.

Broker option SocketReadTimeoutMillis, default 500 ms.

Broker option SocketSendTimeoutMillis, default 30000 ms.

MQTT Keep Alive is processed by the protocol flow; operators
should select reasonable client Keep Alive values and monitor
disconnect diagnostics.

Bounded by the MaxRetainedTopics, MaxSubscriptionsPerClient
and MaxSessions options above; also shaped by topic policy,

session expiry and store behavior. Use session expiry and durable-
store policy intentionally.
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Resource PLCcom MQTT support / guidance

Slow clients / Configure realistic packet/queue limits and socket send timeout,

backpressure monitor diagnostics and avoid unbounded store or callback latency.

Callback runtime Application callbacks should be short and robust. Long-running
work should be moved to application-managed workers.

Store latency Custom store calls can affect broker performance and must be
designed for expected load.

Rate limits If deployment-specific publish/connect rate limiting is required,

implement it in the host application or access validator.

Not every possible resource limit is universal. The correct values depend on expected
client count, payload size, QoS level, session behavior, persistence and host hardware.
Production systems should test overload and failure behavior before deployment.

18. Operational hardening checklist

Before production use, the integrator should review the following checklist:

Topic

Network exposure

TLS

Certificates

Revocation

Authentication

Authorization

Access policy

Topic design

Wildcards

Shared subscriptions

Retained messages

Check

Are all listeners required, documented and
bound to intended interfaces only?

Are production listeners using TLS/WSS
where needed? Are weak TLS versions
disabled by operating-system policy?

Are own certificates, trusted certificates and
issuers maintained? Are private keys
protected?

Are certificate lifetimes short, rotation
defined, and revocation enforced by a
custom validator where required?

Is anonymous access disabled unless
explicitly intended? Are credentials
protected?

Are CONNECT, PUBLISH and SUBSCRIBE
decisions enforced by an access validator?

Is the broker deny-by-default for
production identities and topics?

Are topic trees structured so permissions
can be expressed clearly?

Are broad wildcard subscriptions limited to
trusted roles?

Are shared groups allowed only for
intended worker roles?

Are retained topics intentional and free of
secrets? Is clearing documented?
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Topic Check

Last Will Are Will topics authorized like normal
publish topics?

Sessions Are session expiry and queued-message
behavior intentional?

Stores Is in-memory storage acceptable, or is a
durable store required?

Resource limits Are connection count, packet size, queue
and timeout values appropriate for the
deployment?

Admin data Are snapshots/counters protected from
untrusted users?

Diagnostics Are diagnostic events connected to
logging, Ul or monitoring?

Updates Is there a process for PLCcom updates,
.NET runtime / operating-system updates
and vulnerability review?

Decommissioning Is cleanup of PKI folders, stores, logs and
backups defined?

19. Build security, SBOM and release integrity

PLCcom for MQTT .NET release builds follow the PLCcom build security process. Release
artefacts are built from controlled sources and are accompanied by SBOM and
vulnerability scan outputs.

The software bill of materials is generated automatically for release builds using the
CycloneDX .NET tool, producing one SBOM per target framework embedded in each
NuGet package under _manifest/sbom/<TargetFramework>/bom.json. Vulnerability
scans are performed as part of the release/preflight process:

dotnet list package --vulnerable --include-transitive is exported to the release
output, and NuGet audit is enabled so that vulnerable-package advisories
(NU19@3/NU1904) are treated as build errors. Static security analysis (SecurityCodeScan)
runs for Release builds. The release gate follows the PLCcom build security SOPs
IND-SOP-SEC-002 Build Security Procedure (SBOM + Vuln Scan + Reports) and
IND-SOP-SEC-003.

Release consumers should obtain packages only from official distribution channels,
should verify that the PackageId matches the intended PLCcom package and should
verify the NuGet package signature (certificate subject “Indi.An GmbH"). Internal pre-
release testing may use a private NuGet feed; public production consumption should
use the released packages according to the documented release channel.

20. Vulnerability management and updates
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Security issues are handled through the PLCcom vulnerability handling process.
Relevant vulnerabilities are triaged, assessed for product impact and addressed
according to severity and exploitability. Security updates are provided without undue
delay during the security support period.

Integrators should monitor PLCcom release notes, apply security updates promptly and
review whether changes in dependencies, the .NET runtime or operating environment
affect their deployment. If a vulnerability is suspected in a customer integration, the
customer should contact Indi.An support with product version, affected NuGet package
identifiers, reproduction information and relevant diagnostic data where available.

21. Support period

For the purpose of this document, “Security Support” means the provision of security
updates and mitigations in response to relevant vulnerabilities affecting the product
during the defined support period. It does not include general product support,
consulting services, integration work or feature development.

Indi.An defines the support period per major version line with a fixed end date.

Major line First CRA-compliant release Support end Duration

2.X 2026-07-13 2031-07 5 years

Security updates are provided without undue delay during the security support period.

22. EU Declaration of Conformity

Full text DoC:

EU Declaration of Conformity (PDF)
https://www.indi-an.com/legal/cra/plccom-mqtt-dotnet/2.1.2/eu-declaration-of-
conformity.pdf

23. SBOM

The software bill of materials is generated automatically for release builds using the
CycloneDX .NET tool. One SBOM is produced per target framework and embedded in
each of the three NuGet packages under:

® PLCcom.Mgtt.Core — _manifest/sbom/<TargetFramework>/bom.json
® PLCcom.Mgtt.Client — _manifest/sbom/<TargetFramework>/bom.json

® PlLCcom.Mgtt.Broker — _manifest/sbom/<TargetFramework>/bom.json

The SBOM files identify third-party dependencies and first-party PLCcom artefacts used
by each package and target framework. They are intended for vulnerability review,
release documentation and customer security assessment.

24. Deinstallation / Decommissioning
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https://www.indi-an.com/legal/cra/plccom-mqtt-dotnet/2.1.2/eu-declaration-of-conformity.pdf

PLCcom for MQTT .NET is a library. Deinstallation usually means removing the NuGet
package reference from the host application and deleting no-longer-needed runtime
data created by the host application or tools.

Depending on the integration, the following data may need to be reviewed during
decommissioning:

e PKI folders containing own certificates, private keys, trusted certificates and
rejected certificates.

® Durable broker store data if a custom store was configured.

® Retained messages, queued messages and persistent session data if stored
outside memory.

® Tool user data such as endpoint settings, listener settings and test configuration.

® Application logs or diagnostic archives created by the host application.

® Backups containing broker state, certificates, logs or configuration.

Private keys, passwords, tokens and customer payload data should be deleted
according to the operator’s security and retention policies.

END OF DOCUMENT
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