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1. Manufacturer / Contact

Indi.An GmbH
Flughafenallee 3
28199 Bremen

Germany

o Website: www.indi-an.com
® Support: support@indi-an.com
® Sales: sales@indi-an.com

2. Single Point of Contact (Vulnerabilities)

® Contact: support@indi-an.com

3. Product identification

Product: PLCcom OPC UA SDK .NET

NuGet Package ID: PLCcom.Opc.Ua.Sdk

Add-on Package: PLCcom OPC UA PubSub .NET

Add-on Package ID: PLCcom.Opc.Ua.PubSub

Product version(s) covered by this document revision: 10.7.1 and later

releases within major version line 10.x

© This guide applies to those releases, provided they are built and released

under the documented processes (including SBOM generation,
vulnerability scanning, and release gate) and no relevant changes are
introduced that affect security characteristics described herein.

® Applicability of this document revision: Major version line 10.x is CRA-

compliant starting with version 10.3.1 for the main SDK and version 10.5.1 for

the PubSub add-on; this remains unchanged. Revision 1.2 of this guide describes

the security characteristics of the product as released from version 10.7.1
onwards and applies to those releases. Earlier releases within the same major

version line remain covered by the revision of this guide that was current at the

time of their release.
e Official distribution channels:
o NuGet (SDK): NuGet package page
https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/



https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/

o NuGet (PubSub): NuGet package page
https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/

© Product page: Product page
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/

o Official download package: Download page
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/



https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/

4. Intended purpose and scope

PLCcom OPC UA SDK .NET is a software library intended to be integrated into host
applications in order to implement OPC UA client and/or server functionality. The library
enables, among other things, connecting to OPC UA servers, reading and writing data,
managing subscriptions, historical data access, alarms and events, and exposing an OPC
UA server address space.

The add-on package PLCcom.Opc.Ua.PubSub extends the SDK with OPC UA PubSub
functionality — publisher and subscriber roles with UDP/UADP (brokerless unicast,
multicast and broadcast) and MQTT-based transports (UADP and JSON encoding),
including TLS-secured MQTT connections (SMQTT) and OPC UA Part 14 UADP message
security (sign, sign-and-encrypt) for the brokerless UDP transport as well as for UADP
over MQTT.

Neither package is a standalone executable product. All communication connections are
established only upon request of the host application. The selection of security policies,
user authentication methods, certificate trust configuration, and secure system
integration are the responsibility of the integrator/host developer.

5. Transport protocols and security modes

The SDK supports the OPC UA transport protocols and security modes listed below:

5.1 Transport protocols (OPC UA Client/Server)

® opc.tcp — OPC UA binary protocol over TCP (most common)

® opc.https / https — OPC UA over HTTPS (requires an additional HTTPS certificate,
see section 8)

® http — OPC UA over HTTP (unencrypted transport, not recommended)

5.2 Transport protocols (OPC UA PubSub — PLCcom.Opc.Ua.PubSub)

Transport Description

UDP unicast (opc.udp://) Brokerless — direct UDP communication to a
single subscriber

UDP multicast (opc.udp://) Brokerless — UDP multicast group, no broker
required

UDP broadcast (opc.udp://) Brokerless — UDP broadcast within a local
broadcast domain

MQTT UADP (mqtt://) Via MQTT broker, compact binary UADP
encoding

MQTT JSON (mqtt://) Via MQTT broker, human-readable JSON
encoding

sMQTT UADP (mqtts://) MQTT with TLS encryption, UADP encoding

sMQTT JSON (mqtts://) MQTT with TLS encryption, JSON encoding

For sMQTT transports, the SDK provides a PKI-based certificate validation mechanism



analogous to OPC UA client/server: a PKI directory (trusted/, issuer/, rejected/) is
used to manage broker certificates. The Certificatevalidation event on UaPublisher
and UaSubscriber allows integrator override — with the same security responsibilities
as documented in section 9.2 for client/server.

The transports listed above describe how a NetworkMessage is carried. They are
independent of PubSub message security, which protects the NetworkMessage itself
and is described in section 5.4.

5.3 Security modes (MessageSecurityMode)

Mode Description
None No message security. Communication is unencrypted and
unsigned.
Sign Messages are signed but not encrypted.
SignAndEncrypt Messages are signed and encrypted. Recommended for
production.

There is no default security mode. The integrator selects the endpoint and security
mode explicitly. The SDK provides helper methods to obtain pre-sorted policy lists (see
section 6).

MessageSecurityMode applies to OPC UA client/server sessions only. PubSub
NetworkMessages are protected by the separate mechanism described in section 5.4.



5.4 PubSub message security (UADP, OPC UA Part 14)

In addition to transport-level protection (section 5.2), the PubSub add-on can protect
the UADP NetworkMessage itself in accordance with OPC UA Part 14. This message
security is applied end-to-end between publisher and subscriber and is available both
for the brokerless UDP transport (opc.udp://) and for UADP over MQTT (mqtt:// and

matts://).
Security mode (UaUadpSecurityMode)

(not configured)

SignOnly

SignAndEncrypt

Description

Default. No PubSub
message security.
NetworkMessages
are neither signed
nor encrypted at
message level; only
transport-level
protection

(e.g. sMQTT) and
network-level
measures apply.

The
NetworkMessage is
signed. Receivers
can detect
modification and
reject messages
from senders
without the
SecurityGroup key.
The payload remains
readable.

The
NetworkMessage is
signed and the
DataSetMessage
payload is
encrypted.
Recommended for
production use on
untrusted or shared
networks.

The message security policies are the OPC UA PubSub AES-CTR policies

UadpMessageSecurityPolicy.PubSubAes128Ctr and
UadpMessageSecurityPolicy.PubSubAes256Ctr.

Message security is configured explicitly by the integrator:

® Publisher:

UaPublisherConfiguration.WithUadpSecurity(UaUadpSecurityConfiguration)

® Subscriber:

UaSubscriberConfiguration.WithUadpSecurity(UaUadpSecurityConfiguration)



Key material can be supplied in two ways:

e Static preshared key sequence - the key data is configured directly via
UaUadpSecurityConfiguration.WithKeyData(...),
WithConcatenatedKeyData(...) or WithKeySequence(...). No key server is
required.

e Key runtime - key material is supplied and rotated at runtime via
UaUadpSecurityKeyRuntime, for example from a Security Key Service of the host
application.

5.4.1 DataSetMetaData announcement on a secured group

A publisher announces the layout of its data set (DataSet name, field names, field types)
as a periodic DataSetMetaData message. On a secured WriterGroup this announcement
is, by default, protected with the same SecurityGroup keys, the same security
policy and the same sign/encrypt mode as the data messages.

The behaviour is selected with PubSubMetaDataAnnouncementSecurity:

Value Description

Secured Default. The announcement is secured exactly like the
data messages of the WriterGroup. Only receivers that
hold the SecurityGroup keys can read it.

Unsecured The announcement is deliberately sent without message
security, in the interoperable form that any OPC UA
PubSub receiver can read, while the published data
remains secured.

Configuration on the publisher:
UaPublisherConfiguration.WithMetaDataAnnouncementSecurity(PubSubMetaDataAnnoun
On an unsecured WriterGroup the setting has no effect; the announcement is always
sent in the clear. A subscriber requires no counterpart setting — the secured receive

path accepts both forms.

Integrator responsibility: Selecting Unsecured discloses the DataSet name, the field
names and the field types to anyone who can observe the network, and the
announcement is not authenticated. A receiver that derives its field binding from such
an announcement can therefore be misled by a forged announcement. Unsecured
should only be selected where the data set layout is not confidential and where
receivers do not rely on the announcement for security-relevant decisions. This is why
the default is Secured.

5.4.2 Key management obligations (static preshared keys)

When PubSub message security is used with static preshared keys, the same
combination of key and MessageNonce must never be used twice. The SDK supports
this as follows:

® The random part of the MessageNonce is generated automatically and
independently for each configuration instance. No integrator action is required
for normal operation.



® UaUadpSecurityConfiguration.Builder.MessageNonceRandomPart(byte[])
allows the random part to be pinned to an explicit value. This option exists solely
to produce reproducible test frames. It must never be used for two publishers
that run in parallel with the same key material, and it must not be used in
production.

® Where key material is rotated by a key server, UaUadpSecurityKeyRuntime should
be used instead of a static key sequence.

6. Security policies

6.1 Complete policy list

Policy Type Status Platform dependency
None - available none
Basic128Rsal5 RSA deprecated none
Basic256 RSA deprecated none
Basic256Sha256 RSA current none
Aes128 Sha256_Rsalaep RSA current none
Aes256_Sha256_RsaPss  RSA current only if RSA-PSS supported by

platform

ECC_nistP256 ECC current platform-dependent
ECC_nistP384 ECC current platform-dependent
ECC_brainpoolP256r1 ECC current platform-dependent
ECC_brainpoolP384ri ECC current platform-dependent
ECC_curve25519 ECC current only with CURVE25519 build
ECC_curve448 ECC current only with CURVE25519 build
Https HTTPS special case  none

Server default: The default server configuration offers SecurityMode.None /
SecurityPolicy.None and SignAndEncrypt with Basic256Sha256. The integrator can
modify the offered security policy list explicitly. For production environments,
SecurityMode.None should be removed unless explicitly required and risk-accepted.



6.2 Helper methods for server-side policy configuration

The SDK provides the following static helper methods on uaserver to obtain pre-sorted
policy lists:

® GetRecommendedSecurityPolicies() — returns None + Basic256Sha256,
Aes128 Sha256_RsaOaep, Aes256_Sha256_RsaPss, each with Sign and
SignAndEncrypt. Recommended starting point for most servers. If used for
production, SecurityMode.None should be removed unless explicitly required and
risk-accepted.

® GetAllSecurityPolicies() — returns all recommended RSA policies plus available
ECC policies (platform-dependent).

® GetDeprecatedSecurityPolicies() — returns Basic128Rsal5 and Basic256 with
Sign and SignAndEncrypt. Use only for backward compatibility with legacy
clients.



7. User authentication (UserTokenPolicies)

The SDK supports all user token types defined by the OPC UA specification:

Token type Description
Anonymous No user authentication.
UserName Username and password. Password

protection depends on the selected OPC UA
security configuration. UserName should only
be used in combination with

SignAndEncrypt.
Certificate X.509 client certificate.
IssuedToken WS-Security token (e.g. JWT).

Server default: The default server configuration offers Anonymous and UserName user
token policies. The integrator can modify the list explicitly via
UaServerConfiguration.UserTokenPolicies. For production environments, Anonymous
should be removed unless explicitly required and risk-accepted.

Integrator responsibilities: - Do not offer Anonymous in production environments unless
explicitly required and risk-accepted. - Ensure that UserName is only used in combination
with SignAndEncrypt to protect credentials in transit. - Store passwords and private
keys securely (no hardcoding; use OS secret storage or equivalent).

8. Certificates and PKI

8.1 Application certificate

For all endpoints with SecurityMode != None, an application certificate is required. The
SDK handles this automatically:

e |f the integrator provides a certificate path (ApplicationCertificateFullPath),
the specified certificate (PFX or DER) is used.
® |f no certificate is provided, the SDK automatically generates a self-signed

certificate (CN=ProcessName, DC=Hostname) and stores it in the PKI directory.
The PKI directory structure is created automatically:

pki/ |— own/ - own application certificate (private key) |— trusted/ - trust

8.2 HTTPS certificate (opc.https endpoints only)

When using opc.https endpoints, an additional HTTPS/TLS certificate is required for the
Kestrel web server. This certificate is separate from the OPC UA application certificate
and must be configured by the integrator at the host application level (ASP.NET Core /
Kestrel configuration).



8.3 Certificate lifetime

Auto-generated server application certificates have a default lifetime of 60 months (5
years), configurable via UaServerConfiguration.CertificateLifetimeInMonths.



9. Internal certificate validation

9.1 Validation on first contact with an unknown certificate

When a certificate is received for the first time and is not present in any store, the SDK
performs the following checks automatically (without any event override):

Check
Signature integrity
Validity period
Issuer validity period

Key usage

Signature algorithm

Minimum key size

Hostname

Application URI

Chain completeness

Trust

Rejected if...
Certificate signature is mathematically invalid
Certificate is not yet valid or has expired
Certificate validity lies outside issuer validity

DataEncipherment missing (RSA) / DigitalSignature
missing (ECDSA)

Certificate is signed with SHA1

RSA key size below minimum (default: platform default key
size)

Endpoint hostname not found in SAN/CN of certificate (client
only)

ApplicationUri from EndpointDescription not found in SAN
(client only)

CA-signed certificate but issuer not found

Certificate or its issuer not present in trusted or issuer
store

If all checks pass except trust, the certificate is automatically written to the rejected/
folder. The integrator must then manually copy it to the appropriate store:

® pki/trusted/certs/ — for self-signed peer certificates
® pki/issuer/certs/ — for the CA certificate of CA-signed peer certificates

Only after this step will the next connection attempt succeed.

Important: The rejected/ folder is not a trust store. Certificates stored there are
rejected again on the next connection attempt.

If any technical check fails (e.g. expired, wrong key usage, SHA1), the certificate is also
written to rejected/ but copying it to trusted/ will not help — the certificate itself is
technically invalid and must be replaced.



9.2 Integrator override via CertificateValidation event

Both UaClient and UaServer expose a Certificatevalidation event. When subscribed,
the integrator has full control over certificate acceptance:

® co.Accept = true — accepts the current validation error and continues checking
inner results.

® e.AcceptAll = true — accepts all errors for this certificate, including non-
suppressible status codes.

Warning: Setting AcceptAll = true or accepting all certificates unconditionally disables
the trust model entirely. This must not be used in production environments. The
integrator is fully responsible for any security implications.



10. Secure-by-default settings

The following security-relevant settings are configured securely by default and must not
be weakened without explicit risk acceptance by the integrator:

10.1 Client (SessionConfiguration)

Setting Default Security relevance

AutoConnect false No automatic connection
without explicit call

AutoAcceptUntrustedCertificates false Untrusted certificates are
rejected
CheckDomain true Hostname in certificate is

validated against endpoint

SuppressNonceValidationErrors false Nonce validation active; set to
true only for legacy server

compatibility in closed networks

10.2 Server (UaServerConfiguration)

Setting Default Security relevance

AutoAcceptUntrustedCertificates false Client certificates must be
explicitly trusted

RegisterWithDiscoveryServer false No automatic LDS
registration

MaxSessionCount 100 Limits concurrent sessions
(DoS protection)

HttpsMutualTls false HTTPS transport without
mutual TLS
SecurityPolicies None + SecurityMode.None is

Basic2565Sha256 available by default and

(SignAndEncrypt) should be removed for
production unless explicitly
required and risk-accepted

UserTokenPolicies Anonymous + Anonymous access is
UserName available by default and
should be removed for
production unless explicitly
required and risk-accepted



10.3 Operation limits (DoS protection)

All operation limits are configured by default and enforced by the server:

Limit Default
MaxNodesPerRead / Write / Browse 1000
MaxNodesPerHistoryRead / Update 100
MaxNodesPerMethodCall 200
MaxMonitoredltemsPerCall 1000

All limits are configurable via UaServerConfiguration.

10.4 PubSub (UaPublisher / UaSubscriber — PLCcom.Opc.Ua.PubSub)

Setting Default
Plain UDP/MQTT transports available
AutoAcceptUntrustedCertificates false
sMQTT PKI store created automatically

Certificatevalidation event not subscribed



Setting

UADP message security
(WithUadpSecurity(...))

DataSetMetaData announcement on a
secured group

(WithMetaDataAnnouncementSecurity(...

MessageNonce random part
(MessageNonceRandomPart (byte[]))

Default

not configured

PubSubMetaDataAnnouncementSecurity.Se

generated automatically per configuration
instance



11. Minimum requirements for secure operation
(recommendations)

11.1 Network and operational environment

® Use SignAndEncrypt with a current security policy (Basic2565Sha256 or stronger)
whenever possible.

® Operate OPC UA communication in segmented networks (OT/production
separated from office IT).

® Restrict access (firewall/ACL) to required hosts/ports only.

® Do not expose OPC UA endpoints directly to the internet without additional
protection layers.

11.2 Security policy selection

® Use GetRecommendedSecurityPolicies() as a starting point for server
configuration.

® Do not add deprecated policies (Basic128Rsal5, Basic256) unless required for
backward compatibility with specific legacy clients, and only after explicit risk
acceptance.

® Do not offer SecurityMode.None in production environments unless the network
segment is fully trusted and isolated.

11.3 User authentication

® Do not offer Anonymous in production environments unless explicitly required.
® Use UserName only in combination with SignAndEncrypt.

® Use certificate-based authentication (Certificate token type) for highest
security.

11.4 Certificate management

Validate certificates manually before copying them from rejected/ to trusted/
or issuer/.
® Use CA-signed certificates in production environments where possible.

Rotate certificates before expiry.
® Do not use the Certificatevalidation event to accept all certificates
unconditionally.

11.5 PubSub message security and key management

® Enable UADP message security (WithUadpSecurity(...)) with Signonly or
SignAndEncrypt wherever published data leaves a fully trusted and isolated
network segment.

® Keep the DataSetMetaData announcement on a secured group at the default
PubSubMetaDataAnnouncementSecurity.Secured. Select Unsecured only after an
explicit decision that the data set layout is not confidential and that receivers do
not rely on the announcement for security-relevant decisions.



e With static preshared keys, ensure that the same combination of key and
MessageNonce is never used twice. Do not pin the MessageNonce random part
(MessageNonceRandomPart (byte[])) outside reproducible test scenarios, and
never for two publishers running in parallel with the same key material.

® Rotate preshared key material regularly, or use UaUadpSecurityKeyRuntime
where a key server is available.

11.6 Updates

® Use official sources only (NuGet, official download package).
® Apply security updates promptly.



12. Support period (security support) — fixed end date per major
version line

12.1 Definition of “Security Support”

For the purpose of this document, “Security Support” means the provision of security
updates and mitigations in response to relevant vulnerabilities affecting the product
during the defined support period. It does not include general product support,
consulting services, or feature development.

Customer support services (e.g., response time SLAs, consulting, integration support)
are governed by separate commercial agreements (e.g., maintenance plans) and are not
part of the security support period defined here.

Security updates are provided without undue delay during the security support period.

12.2 Policy

® Major line 10.x (starting with 10.3.1): 5 years of security support from the first
release of the major version line.

® Legacy major lines (< 9.x): 3 years of security support from the first release of
the respective major version line.

After the release of major line 10.x, major lines < 9.x will no longer be licensed for new
customers. Existing licences will receive security updates only until the respective
support end date.

Support table (dates in ISO format YYYY-MM-DD; support end in YYYY-MM):

Major line First release Support end Duration

10.x 2026-04-27 2031-04 5 years

Note: Legacy major lines (< 9.x) are not newly licensed after the release of 10.x.
Support end dates for existing licences are communicated individually. The support
period applies to both PLCcom.Opc.Ua.Sdk and PLCcom.Opc.Ua.PubSub.

13. EU Declaration of Conformity

Full text DoC:

EU Declaration of Conformity (PDF)
https://www.indi-an.com/legal/cra/plccom-opc-ua-sdk-dotnet/eu-declaration-of-
conformity.pdf

(or included in the official download package)



https://www.indi-an.com/legal/cra/plccom-opc-ua-sdk-dotnet/eu-declaration-of-conformity.pdf

14. SBOM

The SBOM is included in the NuGet packages and the official download package. The
format is CycloneDX.

File name / path within the NuGet packages:
_manifest/sbom/[TargetFramework]/bom.json

Both packages (PLCcom.Opc.Ua.Sdk and PLCcom.Opc.Ua.PubSub) include their own
SBOM.

15. Deinstallation / Decommissioning

The library is removed according to the host system’s processes (uninstall/removal of

artefacts).
If applicable, certificates and private keys stored in the PKI directory must be removed

from the host system.

Document revision history

Revision Date Product version described
1.0 2 May 2026 10.3.1
1.1 19 May 2026 10.5.1
1.2 27 July 2026 10.7.1

Earlier releases remain covered by the revision that was current at the time of their
release.
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