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1. Manufacturer / Contact

Indi.An GmbH

Flughafenallee 3
28199 Bremen

Germany

® Website: www.indi-an.com
® Support: support@indi-an.com
® Sales: sales@indi-an.com

2. Single Point of Contact (Vulnerabilities)

® Contact: support@indi-an.com

3. Product identification

® Product: PLCcom OPC UA SDK Java

¢ Maven coordinates (SDK):
© Groupld: com.indi-an.plccom
o Artifactld: plccom-opc-ua-sdk

® Add-on package: PLCcom OPC UA PubSub Java

¢ Maven coordinates (PubSub add-on):
© Groupld: com.indi-an.plccom
o Artifactld: plccom-opc-ua-pubsub

® First-party supporting components used by the PubSub add-on:
© PLCcom MQTT Client (com.indi-an.plccom:plccom-mgtt-client)
o PLCcom MQTT Core (com.indi-an.plccom:plccom-mgtt-core)

© These components are Indi.An/PLCcom first-party artefacts and are not
third-party libraries. The concrete component versions are recorded per

release in the PubSub POM and SBOM.
® Product version(s): 10.x (starting with 10.5.1)

o This guide applies to all releases within major version line 10.x, provided

they are built and released under the documented processes (including
SBOM generation, vulnerability scanning, and release gate) and no
relevant changes are introduced that affect security characteristics



described herein.
e Official distribution channels:

o Maven Central (SDK): Maven Central
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-
sdk

o Maven Central (PubSub add-on): Maven Central
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-
pubsub

o Maven Central (PLCcom MQTT Client): Maven Central
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-
client

o Maven Central (PLCcom MQTT Core): Maven Central
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-
core

© MvnRepository (SDK index): MvnRepository
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk

© MvnRepository (PubSub add-on index): MvnRepository
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-opc-ua-
pubsub

© Product page: Product page
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/

o Official download package: Download page
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/



https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-pubsub
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-client
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-mqtt-core
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-opc-ua-pubsub
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/

4. Intended purpose and scope

PLCcom OPC UA SDK Java is a software library intended to be integrated into host
applications in order to implement OPC UA client and/or server functionality. The library
enables, among other things, connecting to OPC UA servers, reading and writing data,
managing subscriptions, historical data access, alarms and events, and exposing an OPC
UA server address space.

The add-on package PLCcom OPC UA PubSub Java extends the SDK with OPC UA
PubSub functionality: publisher and subscriber roles with UDP/UADP (brokerless
unicast, multicast and broadcast) and MQTT-based transports (UADP and JSON
encoding), including TLS-secured MQTT connections (mqtts://).

The PLCcom MQTT Client and PLCcom MQTT Core artefacts are first-party PLCcom
components used by the PubSub add-on for MQTT transport. They are developed,
released and maintained by Indi.An and are covered by the same vulnerability handling,
build security and release gate processes.

The library is not a standalone executable product. All communication connections are
established only upon request of the host application. The selection of security policies,
user authentication methods, certificate trust configuration, and secure system
integration are the responsibility of the integrator/host developer.

5. Transport protocols and security modes

The SDK supports the OPC UA transport protocols and security modes listed below:

5.1 Transport protocols (OPC UA Client/Server SDK)

The following transports apply to the classic OPC UA client/server functionality of the
SDK:

Transport Description

opc.tcp:// OPC UA binary protocol over TCP. This is the
primary and most commonly used OPC UA
client/server transport.

opc.https:// / https:// OPC UA over HTTPS. This requires an additional
HTTPS/TLS certificate and is activated by
configuring opc.https:// base addresses and

setting httpsSecurityPolicies in
UaServerConfiguration.

http:// OPC UA over HTTP. This transport is
unencrypted and is not recommended for
production use.



5.2 Transport protocols (OPC UA PubSub)

Transport

UDP UADP (opc.udp://)

MQTT UADP (mqtt://)

MQTT JSON (mqtt://)

sMQTT UADP (mgtts://)
sMQTT JSON (mqtts://)

Description

Brokerless OPC UA PubSub transport, unicast,
multicast or broadcast depending on endpoint
and configuration

OPC UA PubSub via MQTT broker, compact
binary UADP encoding

OPC UA PubSub via MQTT broker, human-
readable JSON encoding

MQTT with TLS encryption, UADP encoding

MQTT with TLS encryption, JSON encoding

For MQTT transports, the PubSub add-on uses the first-party PLCcom MQTT
Client/Core components. For mqtts:// transports, broker certificate validation is
handled through the SDK PKI workflow described in section 8.3.

5.3 Security modes (MessageSecurityMode)

Mode
None
Sign
SignAndEncrypt

Description

No message security. Communication is unencrypted and
unsigned.

Messages are signed but not encrypted.

Messages are signed and encrypted. Recommended for
production.

There is no default security mode at the client level. The integrator selects the
endpoint and security mode explicitly. The SDK provides static helper methods on
UaServer to obtain pre-sorted security mode lists (see section 6).



6. Security policies

6.1 Complete policy list

The following security policies are defined in the SecurityPolicy enum
(com.plccom.opc.ua.transport.security.SecurityPolicy):

Policy Type Status Platform dependency
NONE - available none
BASIC128RSA15 RSA deprecated none
BASIC256 RSA deprecated none
BASIC256SHA256 RSA current none
AES128 SHA256_RSAOAEP RSA current none
AES256_SHA256_RSAPSS RSA current none

Note: ECC policies are not present in the Java SDK’s SecurityPolicy enum. The Java
SDK supports RSA-based policies only (as defined in SecurityPolicy.java).

Server default: The default UaServerConfiguration constructor sets securityModes to
[SecurityMode.NONE, SecurityMode.BASIC256SHA256 SIGN, SecurityMode.BASIC256SHA
The integrator can modify the offered security mode list explicitly. For production
environments, SecurityMode.NONE should be removed unless explicitly required and
risk-accepted.

6.2 Helper methods for server-side security mode configuration

The SDK provides the following static helper methods on uvaserver
(com.plccom.opc.ua.server.application.UaServer) to obtain pre-sorted security
mode lists:

® UaServer.getRecommendedSecurityModes() — returns 7 modes:
SecurityMode.NONE, SecurityMode.BASIC256SHA256_ SIGN,
SecurityMode.BASIC256SHA256_SIGN_ENCRYPT, SecurityMode.AES128 SIGN,
SecurityMode.AES128 SIGN_ENCRYPT, SecurityMode.AES256_SIGN,
SecurityMode.AES256_SIGN_ENCRYPT
Recommended starting point for most servers. For production,
SecurityMode.NONE should be removed unless explicitly required and risk-
accepted.

® UaServer.getDeprecatedSecurityModes() — returns 4 modes:
SecurityMode.BASIC256_SIGN, SecurityMode.BASIC256_SIGN_ENCRYPT,
SecurityMode.BASIC128RSA15_SIGN,
SecurityMode.BASIC128RSA15_SIGN_ENCRYPT.
Use only for backward compatibility with legacy clients that do not support
modern policies.

® UaServer.getAllSecurityModes() — returns all 11 modes (recommended +
deprecated):
SecurityMode.NONE, SecurityMode.BASIC256SHA256_SIGN,



SecurityMode.BASIC256SHA256_SIGN_ENCRYPT, SecurityMode.AES128 SIGN,
SecurityMode.AES128 SIGN_ENCRYPT, SecurityMode.AES256_SIGN,
SecurityMode.AES256_SIGN_ENCRYPT, SecurityMode.BASIC256_SIGN,
SecurityMode.BASIC256_SIGN_ENCRYPT, SecurityMode.BASIC128RSA15_SIGN,
SecurityMode.BASIC128RSA15_SIGN_ENCRYPT.

® UaServer.getNoSecurityMode() — returns 1 mode: SecurityMode . NONE.
For development/testing only.

All methods return java.util.List<SecurityMode> and are defined as public static
on UaServer.



7. User authentication (UserTokenPolicies)

The SDK supports the following user token types (defined in UserTokenType and
UserTokenPolicy):

Token type Description
Anonymous No user authentication.
UserName Username and password. Password

protection depends on the selected OPC UA
security configuration. UserName should only
be used in combination with

SignAndEncrypt.
Certificate X.509 client certificate.
IssuedToken WS-Security token (e.g. JWT).

Server default: The default UaServerConfiguration constructor sets
userTokenPolicies to

[UserTokenPolicy.ANONYMOUS, UserTokenPolicy.SECURE_USERNAME_PASSWORD]. The
integrator can modify the list explicitly via
UaServerConfiguration.setUserTokenPolicies(...). For production environments,
Anonymous should be removed unless explicitly required and risk-accepted.

Integrator responsibilities: - Do not offer Anonymous in production environments unless
explicitly required and risk-accepted. - Ensure that UserName is only used in combination
with SignAndEncrypt to protect credentials in transit. - Store passwords and private
keys securely (no hardcoding; use OS secret storage or equivalent).

8. Certificates and PKI

8.1 Application certificate
For all endpoints with SecurityMode != NONE, an application certificate is required. The
SDK handles this automatically:

e |f the integrator provides a certificate store path (certificateStorePath), the
SDK looks for own/server.pfx in that directory.

¢ If no certificate is found, the SDK automatically generates a self-signed certificate
and stores it as own/server.pfx in the PKI directory.

The PKI directory structure is created automatically:
pki/ |— own/ - own application certificate (server.pfx, private key included)

This structure is confirmed by the PLCcom.Opc.Ua.Sdk.Examples.Server project which
contains a pki/ directory with own/, certs/, and rejected/ subdirectories.



8.2 HTTPS certificate (opc.https endpoints only)

When using opc.https endpoints, additional HTTPS/TLS certificate configuration may be
required depending on the host application and endpoint setup. HTTPS-related
configuration is separate from the OPC UA application certificate and must be
configured by the integrator at the host application level.

In the Java SDK, httpsSecurityPolicies defaults to null, meaning opc.https is
disabled by default. The integrator must explicitly set HTTPS security policies via
UaServerConfiguration.setHttpsSecurityPolicies(...) to activate opc.https
endpoints.

8.3 PubSub MQTT TLS certificate validation

For mgtts:// PubSub transports, the SDK validates the MQTT broker certificate using a
PKI directory layout analogous to OPC UA client/server certificate handling:

pki/ own/ own PubSub client certificate, if mutual TLS is configured private/

If no validation override is configured and an unknown broker certificate is received, the
certificate is rejected and stored in rejected/. The integrator can inspect the certificate
and move it to the appropriate trust store if it is acceptable.

The PubSub TLS configuration also supports an explicit certificate validation listener.
When such a listener is configured, the listener’s decision is final for that TLS validation.
In that case, the SDK does not continue with automatic PKI store processing for the
same certificate. Returning unconditional acceptance disables the trust model and must
not be used in production.

8.4 Certificate lifetime

Auto-generated server application certificates have a default lifetime of 60 months (5
years), configurable via
UaServerConfiguration.setCertificateLifetimeInMonths(int months).



9. Internal certificate validation

9.1 Validation on first contact with an unknown certificate

When a certificate is received and is not present in any store, the SDK's
DefaultCertificateValidator
(com.plccom.opc.ua.cert.DefaultCertificateValidator) performs the following
checks automatically:

Check Rejected if...
Revocation Certificate is present in a configured CRL
Signature integrity Certificate signature is mathematically invalid (self-signed

check fails and no trusted issuer found)

Validity period Certificate is not yet valid or has expired
(CertificateExpiredException /

CertificateNotYetValidException)

Issuer validity period Issuer certificate validity is invalid
(Bad_CertificateIssuerTimeInvalid)

Chain completeness CA-signed certificate but no issuer found in trusted store —
Bad_CertificateChainIncomplete

Application URI ApplicationUri from ApplicationDescription not found in
certificate SAN — Bad_CertificateUriInvalid

Trust Certificate or its issuer not present in trusted store —
Bad_SecurityChecksFailed

The compulsory checks that must all pass for automatic acceptance are defined in
CertificateCheck.COMPULSORY (Trusted, Signature, Validity, Uri).

If any check fails, the certificate is written to the rejected/ folder via
store.addCertificate(ValidationResult.Reject, cert). The integrator must then
manually copy it to the appropriate store:

® pki/trusted/certs/ — for self-signed peer certificates
® pki/issuer/certs/ — for the CA certificate of CA-signed peer certificates

Only after this step will the next connection attempt succeed.

Important: The rejected/ folder is not a trust store. Certificates stored there are
rejected again on the next connection attempt.



9.2 Integrator override via DefaultCertificateValidatorListener

The DefaultCertificatevalidator exposes a
setValidationListener(DefaultCertificateValidatorListener listener) method.
When a listener is set, the integrator has full control over certificate acceptance via the
onValidate(Cert certificate, ApplicationDescription applicationDescription, En
callback.

Additionally, Uaserver exposes a UaCertificateValidationListener interface (inner
interface of UaServer) with a corresponding UaCertificateValidationEventArgs for
server-side certificate validation override.

On the client side,
ClientConfiguration.setCertificateValidator(CertificateValidator certificateva
allows replacing the entire validator. Setting Certificatevalidator.ALLOW_ALL (via
ClientConfiguration.setAutoAcceptUntrustedCertificates(true)) disables all
certificate validation.

Warning: Using Certificatevalidator.ALLOW_ALL or accepting all certificates
unconditionally disables the trust model entirely. This must not be used in production
environments. The integrator is fully responsible for any security implications.



10. Secure-by-default settings

The following security-relevant settings are configured securely by default and must not
be weakened without explicit risk acceptance by the integrator:

10.1 Client (ClientConfiguration)

Setting Default Security relevance
mAutoConnect (via false No automatic
setAutoConnectEnabled(boolean)) connection without

explicit call
autoAcceptUntrustedCertificates (via false Untrusted certificates
setAutoAcceptUntrustedCertificates(boolean)) are rejected

Note: The Java ClientConfiguration does not have CheckDomain or
SuppressNonceValidationErrors fields. Certificate hostname validation is performed by
the underlying DefaultCertificatevalidator and the OPC UA stack. The integrator
can override validation via setCertificatevalidator(CertificateValidator).

10.2 Server (UaServerConfiguration)

Setting

autoAcceptUntrustedCertificates false

registerWithDiscoveryServer false

maxSessionCount 100

httpsMutualTls false

httpsSecurityPolicies null

securityModes [SecurityMode.NONE, SecurityMode.BASIC256SHA

userTokenPolicies [UserTokenPolicy.ANONYMOUS, UserTokenPolicy.



10.3 PubSub (UaPublisher / UaSubscriber)

Setting Default
Plain UDP/MQTT available
transports
MQTT TLS explicit
(mqtts://) configuration

required

sMQTT PKl store created
automatically

Certificate not configured by
validation listener default

Mutual TLS client optional
certificate

Security relevance

Use only in controlled networks or with
appropriate network-level protection; use
sMQTT for broker communication where
network-level protection is not otherwise
guaranteed

Plain MQTT is available for controlled/test
networks; production broker traffic should
use TLS where network-level protection is not
otherwise guaranteed

own/, private/, trusted/, issuers/,
rejected/ directories analogous to OPC UA
client/server

If configured, the integrator’s decision is
final; unconditional acceptance must not be
used in production

Used only when the broker requires client
certificate authentication

10.4 Operation limits (DoS protection)

All operation limits are configured by default and enforced by the server:

Limit
MaxNodesPerRead / Write / Browse
MaxNodesPerHistoryReadData / Events
MaxNodesPerHistoryUpdateData / Events
MaxNodesPerMethodCall

MaxMonitoredltemsPerCall

Default
1000
100
100
200
1000

All limits are configurable via UaServerConfiguration.



11. Minimum requirements for secure operation
(recommendations)

11.1 Network and operational environment

® Use SignAndEncrypt with a current security policy (Basic2565Sha256 or stronger)
whenever possible.

® Operate OPC UA communication in segmented networks (OT/production
separated from office IT).

® Restrict access (firewall/ACL) to required hosts/ports only.

® Do not expose OPC UA endpoints directly to the internet without additional
protection layers.

11.2 Security policy selection

® Use UaServer.getRecommendedSecurityModes() as a starting point for server
configuration.

® Do not add deprecated security modes (BASIC128RSA15, BASIC256) unless
required for backward compatibility with specific legacy clients, and only after
explicit risk acceptance.

® Do not offer SecurityMode.NONE in production environments unless the network
segment is fully trusted and isolated.

11.3 User authentication

® Do not offer Anonymous in production environments unless explicitly required.
® Use UserName only in combination with SignAndEncrypt.

® Use certificate-based authentication (Certificate token type) for highest
security.

11.4 Certificate management

Validate certificates manually before copying them from rejected/ to trusted/
or issuer/.
® Use CA-signed certificates in production environments where possible.

Rotate certificates before expiry.
® Do not use Certificatevalidator.ALLOW_ALL or set
autoAcceptUntrustedCertificates = true in production.

11.5 Updates

® Use official sources only (Maven Central, official download package).

® Apply security updates promptly.

® Treat PLCcom MQTT Client/Core as first-party PLCcom components. Updates are
delivered through the same official Maven Central and download package
channels as the PubSub add-on.



12. Support period (security support) — fixed end date per major
version line

12.1 Definition of “Security Support”

For the purpose of this document, “Security Support” means the provision of security
updates and mitigations in response to relevant vulnerabilities affecting the product
during the defined support period. It does not include general product support,
consulting services, or feature development.

Customer support services (e.g., response time SLAs, consulting, integration support)
are governed by separate commercial agreements (e.g., maintenance plans) and are not
part of the security support period defined here.

Security updates are provided without undue delay during the security support period.

12.2 Policy

® Major line 10.x (starting with 10.3.1 for the main SDK; PubSub add-on starting
with 10.5.1): 5 years of security support from the first release of the major
version line.

® Legacy major lines (< 9.x): 3 years of security support from the first release of
the respective major version line.

After the release of major line 10.x, major lines < 9.x will no longer be licensed for new
customers. Existing licences will receive security updates only until the respective
support end date.

Support table (dates in ISO format YYYY-MM-DD; support end in YYYY-MM):

Major line First release Support end Duration

10.x 2026-04-27 2031-04 5 years

Note: Legacy major lines (< 9.x) are not newly licensed after the release of 10.x.
Support end dates for existing licences are communicated individually. The support
period applies to plLccom-opc-ua-sdk, plLccom-opc-ua-pubsub and the first-party
PLCcom MQTT components used by PubSub.

13. EU Declaration of Conformity

Full text DoC:

EU Declaration of Conformity (PDF)
https://www.indi-an.com/legal/cra/plccom-opc-ua-sdk-java/eu-declaration-of-
conformity.pdf

(or included in the official download package)



https://www.indi-an.com/legal/cra/plccom-opc-ua-sdk-java/eu-declaration-of-conformity.pdf

14. SBOM

The SBOM is generated automatically for each build using the CycloneDX Maven
Plugin (org.cyclonedx: cyclonedx-maven-plugin, version 2.9.1) during the verify
phase.

The SBOM is included in the official download package. The format is CycloneDX JSON

(schema version 1.6).
File names / paths within the download package:

® com.indi-an.plccom.plccom-opc-ua-sdk/sbom/sbom.json

® com.indi-an.plccom.plccom-opc-ua-pubsub/sbom/sbom.json
The SBOM output directory is configured in the respective pom.xml as:
® ¢{project.basedir}/../output/${project.grouplid}.${project.artifactIid}/sb

The PubSub SBOM includes the first-party PLCcom MQTT Client/Core components
used by PubSub. PLCcom MQTT Client/Core also have their own release artefacts,
SBOMs and vulnerability scan reports in the PLCcom MQTT release archive.

15. Deinstallation / Decommissioning

The library is removed according to the host system’s processes (uninstall/removal of
artefacts).

If applicable, certificates and private keys stored in the PKI directory (default:
pki/own/server.pfx) must be removed from the host system.

END OF DOCUMENT
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