
PLCcom for S7 Java – Security & Integration Guide
(Annex II)
Document ID: IND-PLC-S7-JAVA-ANNEXII
Version: 1.2
Date: 27 January 2026
Status: Approved

1. Manufacturer / Contact
Indi.An GmbH
Flughafenallee 3
28199 Bremen
Germany

Website: www.indi-an.com
Support: support@indi-an.com
Sales: sales@indi-an.com

2. Single Point of Contact (Vulnerabilities)
Contact: support@indi-an.com

3. Product identification
Product: PLCcom for S7 Java
Maven coordinates:

GroupId: com.indi-an.plccom
ArtifactId: plccom-for-s7

Product version(s): 16.x (starting with 16.1.3)
This guide applies to all releases within major version line 16.x, provided
they are built and released under the documented processes (including
SBOM generation, vulnerability scanning, and release gate) and no
relevant changes are introduced that affect security characteristics
described herein.

Official distribution channels:
Maven Central (Sonatype): Maven Central
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-s7
MvnRepository (index): MvnRepository
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-for-s7
Official download package: Download page
https://www.indi-an.com/en/plccom/for-s7/fors7-download/

https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-s7
https://mvnrepository.com/artifact/com.indi-an.plccom/plccom-for-s7
https://www.indi-an.com/en/plccom/for-s7/fors7-download/


4. Intended purpose and scope
PLCcom for S7 Java is a library intended to be integrated into host applications in order
to exchange data with programmable logic controllers (PLCs).
Secure use requires integrators to implement appropriate security measures in the host
application and in the operational environment.

5. Communication variants (selected by the integrator)
PLCcom supports, among others:

PUT/GET (unencrypted)
Symbolic access (legacy unencrypted or secured using TLS 1.3 (encrypted) –
depending on the integration/variant)

In addition:

PUT/GET is also possible via PPI/MPI (serial port/adapter). This serial variant
is unencrypted.

Notes:

There is no separate TLS 1.3 communication mode outside of symbolic access.
PLCcom does not enforce a default configuration and does not provide runtime
warnings. The integrator selects the mode.

6. Access protection (password / username+password) and
protection of credentials
Depending on the communication mode, PLC type and firmware version, the
connection can be protected against unauthorised access by a password or by a
username/password mechanism.
This requires that access protection has been configured/activated accordingly in the
PLC for the respective connection.
Principles:

PLCcom never transmits credentials in clear text. Credentials are always
transmitted in encrypted form.
The type and strength of encryption depend on the PLC type, firmware version
and the communication method used.



7. TLS 1.3 within symbolic access – certificate validation
TLS 1.3 is used exclusively within symbolic access (if TLS is enabled in the respective
integration/variant).

7.1 Default certificate validation
For a TLS 1.3 secured symbolic connection, PLCcom validates the peer/server certificate
by default:

Certificate is valid / not expired
Hostname/target matches the certificate
Certificate fingerprint is contained in a trust list provided by the host integrator
of the library

If validation fails, PLCcom terminates the connection.

7.2 Optional integrator validation
Alternatively and/or additionally, the host integrator may validate the server certificate
including its certificate chain and then accept or reject the connection.
The host integrator may also implement, under its own responsibility, a configuration
that accepts all incoming certificates.
This is not recommended for security reasons and remains fully the responsibility of the
integrator.

8. Minimum requirements for secure operation
(recommendations)
8.1 Network and operational environment

Whenever possible, use symbolic access secured with TLS 1.3.
Operate PLC communication in segmented networks (OT/production separated
from office IT).
Restrict access (firewall/ACL) to required hosts/ports only.
For serial communication: secure physical access to the host system, serial
ports/adapters, and related infrastructure.

8.2 Access control in the host application
Implement roles/permissions, in particular for write operations.
Log write actions, connection establishment and errors in the host system.

8.3 Updates
Use official sources only (Maven Central and/or official download package).
Apply security updates promptly.



9 Logging / Data Server – Security considerations
The library provides a data server with logging functionality. Logs can be written either
to a customer-provided database or to a file.

Plaintext logging: If enabled by the integrator, log data is stored in clear text.
Encrypted file logging: The integrator may enable encrypted file logging. In
this case, the integrator must provide a password. The library supports two
cryptography formats:

Default (recommended): AesCbcHmacSha256_V2 (AES-CBC with PKCS7
padding + HMAC-SHA256)
Legacy (compatibility only): RijndaelCrypt_Legacy (deprecated;
backward compatibility for existing files)

If no crypto format is specified, AesCbcHmacSha256_V2 is used by default.
Integrator responsibilities: - The choice of the crypto format is made by the host
integrator. - Store the password securely (no hardcoding; use OS secret storage or an
equivalent mechanism). - Use the default format whenever possible; use the legacy
format only when required for compatibility with existing installations.



10. Support period (security support) – fixed end date per major
version line
10.1 Definition of “Security Support”
For the purpose of this document, “Security Support” means the provision of security
updates and mitigations in response to relevant vulnerabilities affecting the product
during the defined support period. It does not include general product support,
consulting services, or feature development.
Customer support services (e.g., response time SLAs, consulting, integration support)
are governed by separate commercial agreements (e.g., maintenance plans) and are not
part of the security support period defined here.
Security updates are provided without undue delay during the security support period.

10.2 Policy
Major line 16.x (starting with 16.1.1): 5 years of security support from the first
release of the major version line.
Legacy major lines (≤ 15.x): 3 years of security support from the first release
of the respective major version line.

After the release of major line 16.x, major lines ≤ 15.x will no longer be licensed for new
customers. Existing licences will receive security updates only until the respective
support end date.
Support table (dates in ISO format YYYY-MM-DD; support end in YYYY-MM):

Major line First release Support end Duration
16.x 2026-01-15 2031-01 5 years
15.x 2025-06-13 2028-06 3 years
14.x 2024-09-12 2027-09 3 years
12.x 2022-12-08 2025-12 3 years
11.x 2021-03-11 2024-03 3 years

Note: Version 13 is not used (skipped).



11. EU Declaration of Conformity
Full text DoC:
EU Declaration of Conformity (PDF)
https://www.indi-an.com/legal/cra/plccomfors7-java/eu-declaration-of-conformity.pdf
(or included in the official download package)

12. SBOM
The SBOM is included in the official download package. The format is CycloneDX.
File name / path within the download package:
sbom/bom.json

13. Deinstallation / Decommissioning
The library is removed according to the host system’s processes (uninstall/removal of
artefacts).
If applicable, certificates/secrets must be removed from the host system.

END OF DOCUMENT

https://www.indi-an.com/legal/cra/plccomfors7-java/eu-declaration-of-conformity.pdf
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